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Introduction for the reader

Introduction for the reader

Introduction

The Océ Large Format Systems - Scan-to-File manual describes how to configure a Scan-to-File
environment from every Océ TDS/TCS/PlotWave/ColorWave systems.
» First, prepare the scan-to-file environment on your workstation
* Windows TCP/IP
* Macintosh
» Then, configure the scan destination/location on the printer controller
* Actually, you can also:
» configure a scan location in the Cloud.
+ test the validity of any destination/location.
+ retrieved the scanned files from your workstation.

Prerequisite

The TCP/IP settings on the printer controller must be properly configured according to the
procedures of:

» the Océ LF Systems Connectivity Manual for Windows, or

» the Océ LF Systems Connectivity Manual for Macintosh.

List of abbreviations

Abbreviation Full expression
Cw ColorWave
Océ ColorWave 6x0 Océ ColorWave 600 and Océ ColorWave 650

Océ PlotWave 3x0 Océ PlotWave 300, Océ PlotWave 340, Océ PlotWave 350 and Océ Plot-
wave 360
PW PlotWave
TCS Technical Colour System
TDS Technical Document System
TDS7x0 Océ TDS700 and Océ TDS750
8 Chapter 1 - Introduction
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Physical connections

Physical connections

With the Océ TDS/TCS systems, as well as with the Océ ColorWave/PlotWave systems, the
following network boards are available:
« Standard: Ethernet (UTP) 10Mb/s, 100Mb/s and 1Gb/s with RJ45 connector

Chapter 1 - Introduction 9
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Chapter 2

Configure the Scan-to-File
environment on a Windows computer



Supported operating systems

Supported operating systems

The procedures described this chapter apply to destination workstations running under:
* Windows Server 2008

* Windows Server 2008 R2

* Windows 7

* Windows 8

* Windows 8.1

* Windows Server 2012

* Windows Server 2012 R2

* Windows 10

* Windows Server 2016

12 Chapter 2 - Configure the Scan-to-File environment on a Windows computer
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Scan-to-File to an SMB destination: introduction and prerequisites

Scan-to-File to an SMIB destination: introduction and
prerequisites

Introduction

To configure a Scan-to-File environment, you must:

* make sure you comply with the prerequisites.

+ configure the destination folder on the workstation where you want to store your scans.
» configure the SMB scan destination on the printer controller.

The procedures vary according to your operating system, your network configuration and your
printer model. Follow the provided links to find the adequate procedures for your needs.

1@ NOTE

To create a SMB Scan-to-File destination (in a network without DNS server), make sure that you
enable the ‘SMB printing’ or ‘NetBios over TCP/IP’ setting (according to your Océ system) on the
Settings Editor (or Express WebTools) of your Océ system controller.

Prerequisites for a destination workstation

Before you start, make sure that domain security policy allows access from the Océ TDS/TCS/
PlotWave/ColorWave to the computer where the destination folder is located.

Incoming ports for Scan-to-File using SMB

To use the Scan-to-File via SMB, open the following ports on the destination workstation:
* UDP port 137
« UDP port 138
e TCP port 139
* TCP port 445

Z@ NOTE

Windows platforms include an internal Windows Firewall. This firewall is activated by default.
When Windows Firewall is enabled, check that the 'File and Printer sharing' exception is
enabled.

Supported SMB protocol: SMB1, SMB2, SMB3

Introduction

When you scan to a remote destination you use a SMB protocol. Dependent of the printer and the
printer version different SMB protocols, SMB1, SMB2, or SMB3, can be used. In the table below
you can see the SMBX protocol that is supported by each system.

Product SMB1 SMB2 SMB3

Océ ColorWave 300 X - -
Océ ColorWave 650

Océ PlotWave 300

Océ Plotwave 350

Océ PlotWave 900

Océ TC4

Océ TCS systems

Océ TDS systems

Chapter 2 - Configure the Scan-to-File environment on a Windows computer 13
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Supported SMB protocol: SMB1, SMB2, SMB3

Product

Océ ColorWave 650 R3
Océ PlotWave 340

Océ Plotwave 360

Océ PlotWave 500

Océ PlotWave 750

Océ PlotWave 900 R2

Océ ColorWave 500
Océ ColorWave 700
Océ ColorWave 3500
Océ ColorWave 3700
Océ PlotWave 345
Océ PlotWave 365
Océ PlotWave 450
Océ PlotWave 550

SMB1

SMB2 SMB3
X -
X X

14

Chapter 2 - Configure the Scan-to-File environment on a Windows computer

Océ LF Systems Connectivity information for Scan-to-File



Configure a destination folder in the network (Windows operating systems)

Configure a destination folder in the network (Windows operating
systems)

Before you begin

This section is a prerequisite for the configuration of the destination folder in the network:
» PC destination is part of a domain on page 15
* PC destination is part of a workgroup on page 19

The destination folder for SMB scanning is located on a workstation connected to the customer
network. We call this workstation a 'destination workstation'. Make sure that the domain security
policy allows access from the printer to this destination workstation.

Configure a destination folder on Windows operating system when the PC
destination is part of a domain

When to do

The next procedure applies to all supported Windows operating systems: Windows 7/ 8/ 8.1/ 10
and Windows Server 2008 R2/ Server 2012 (R2).

Procedure

1. Create or browse to the destination folder on the customer workstation.
2. Right click this folder and select 'Properties’.

Mame ’ Date modified Type Size
PerfLogs 1/21/2008 4:30 AM File Folder
Program Files 11/2/2006 3:00 PM File Folder
Users 10/10/2008 7:37 PM  File Folder
Windows 9/22/2008 2:34 PM File Folder
| BOOTSECT.BAK 9/23/2008 12:16 AM  BAK File BKB
Open
Explore
Share...
Restore previous versions
Send To »
Cut
Copy
Create Shortcut
Delete
Rename
—* Properti )
Chapter 2 - Configure the Scan-to-File environment on a Windows computer 15
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Configure a destination folder on Windows operating system when the PC destination is part of a domain

3. From the 'Sharing' tab, click 'Advanced Sharing'.

| stfsmb Properties (=)

Genersl | Shating | Securty | Previous Versions | Customize|

Network File and Folder Sharing

| sfsmd
4. NotShared

Network Path:
Not Shared

Advanced Sharing
Set custom permissions, create multiple shares, and set other
advanced sharing options

) Advanced Sharing.

4. From the 'Advanced Sharing' window:

Step Action lllustration
1 Make sure the 'Share this e i e
folder' option is checked. (2] hre s folder
- Settings
Make sure there is a 'Share o S
name'. S
Click 'Apply' to confirm. Al e e e
- - . Comments:
2 Click 'Permissions'.
[ ok [ cacd ][ ooy |

5. From the 'Permissions' window, select 'Everyone' and check the 'Full Control' option.

| Permissions for stfsmb ==

[ Srare Pemissis |

Group or user names

2, Everyone

Permissions for Everyone Allow Deny
Full Control ) o
Change i a
Read ) ]

Leam about access control and pemissions

ok [ Coee ] [_tooy ]

Click 'Apply' and 'OK' to confirm.
6. Click also 'OK' to confirm and close the 'Advanced Sharing' window.

16 Chapter 2 - Configure the Scan-to-File environment on a Windows computer
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Configure a destination folder on Windows operating system when the PC destination is part of a domain

7. Back to the 'Properties' window:

Step Action Remarks
1 Open the 'Security' tab. 1 sfamb Properes =
CIle 'Edltl | General | Sharing | Security | Previous Versions | Customize |

Object name:  Ci\stfamb

(Group or user names:

82,5YSTEM

&2, Administrators (winvistasp132\Administrators)
82, Users (winvistasp1324sers)

To change pemissions. click Edit

Permissions for Authenticated

Full cortrol z
Modfy

Read & sxecute
List folder corterts
Read

Wite b

For special permissions or advanced settings,
click Advanced ke

Leam shout access control and pemissions

2 The 'Permissions' window | samissions forsttamb =
opens. Sesy
. 1 1 Object name:  C:\stfsmb
Click 'Add' to add the user R
i i
name which will be used Py

for Scan-to-File. I P——

82, Users (winvistasp132\Users)

==

Permissions for Authenticated

Alow Deny

Full cortrol L B =
Modfy a [}
Read & exscute B
Listfolder contents [T
Read B -

Lesm sbout access control and pemissions

=

3 Enter the user name 'Ev- s e
1 Select this object type:
eryone. ot G o B Ss et P (Gt o | |
Click 'OK' to confirm. Bonhis et ‘
WINVISTA32

I}Eme(lhe object names to select (zxamples). ]

Evervone| J Check Names

4 Make sure the user name " Pemisionsforsfamb
‘everyone' has Read and S|
) ) ki Object name:  C\stfsmb
Write permissions on the i Ui
destination folder. :
. . . . .395]5:172!23633216455223&1501674531—1;Ig; E
CIICk OK tO Conflrm' @?Mmsmmrwwwsmsz\pdmmm] v
< i JaE
_ g | [ Bemove
Permissions for Everyone Alow Deny
Modfy = - -
Read & execute & s
List folder contents 7 [l |=
Read ] F'j
Wite & B |+
gam sboul aceess control end permissions
ok ) [Ccmed ] [ mow ]
Chapter 2 - Configure the Scan-to-File environment on a Windows computer 17
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Configure a destination folder on Windows operating system when the PC destination is part of a domain

NOTE

For all supported Windows operating systems, make sure that the option 'File and

printer sharing' is enabled.

To verify:

1. Open 'Control Panel' (- '‘Network and Internet') - ‘Network and Sharing Center' -
‘Change advanced sharing settings'

2. Expand the section that corresponds to the current network profile (e.g., Domain in
our example).

3. Select the 'Turn on file and printer sharing' option.

@vv'na + Control Panel » Network and Intemet » Network 2nd Sharing Center » Advanced sharing settings + [ |[ Search Control Pace!

= Ll

Change sharing options for different network profiles

Windows creates 2 separate network profile for each network you use. You can chaose specific options for

each profile.
Hame or Work &
Public v
Dornain Kuiest profik) 3

Network discovery

Wihen network scovery i on, this camputer can see ather network computers and devices and is
Véhat i netwark diccovery?

@ Tum on network discovery
Tur off netwerk discovery

File and printer sharing

Viben file snd p g s on, files and p y puter can
be access ed by people on the network.

® Turn onfile and printer sharing
Turn off ile and printer sharing

Public folder sharing

Vihen g Ie o th 1, including homegraug members, ezn
rethe Punlic folderst
so ic folders
1 Tur off Public folder legged on to this computer can st hes
folders)

Media strearning

Viben media streaming is on, peaple and deviees on the network ean aceess pietures, musi, and
videos on this comauter, This comeuter can sso find medis on the network.
Cancel

18 Chapter 2 - Configure the Scan-to-File environment on a Windows computer
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Configure a destination folder on Windows operating system when the PC destination is part of a workgroup

Configure a destination folder on Windows operating system when the PC
destination is part of a workgroup

When to do

The next procedure applies to all supported Windows operating systems: Windows 7/ 8/ 8.1/ 10
and Windows Server 2008 R2/ Server 2012 (R2).

Procedure

1. The following method is valid whatever the option 'On’ or 'Off' for the 'Password protected
sharing' option.

=r
ngs

@Q{lv@ <« Network and Sharing Center » Advanced sharing seti ~ [ %4 |[ Search Controt Panel r

When Public folder sharing is on, people on the network, including homegroup members, can
access files in the Public folders. What are the Public folders?

@ Tum on sharing so anyone with network access can read and write files in the Public folders

) Tum off Public folder sharing (people legged on to this computer can still access these
folders)

Media streaming

When media streaming is on, people and devices on the network can access pictures, music, and
videos on this computer. This computer can also find media on the network.

Choose media sireaming options...
File sharing connections

Windows 7 uses 128-bit encryption to help protect file sharing connections. Some devices don't
support 128-bit encryption and must use 40- or 56-bit encryption.

@ Use 128-bit encryption to help protect file sharing connections (recommended)
) Enable file sharing for devices that use 40- or 56-bit encryption

m

Password protected sharing

When password protected sharing is on, only people who have a user account and password on this
computer can access shared files, printers attached to this computer, and the Public folders. To give
other people access, you must tum off password protected sharing.

@ Tum on password protected sharing

) Turn off password protected sharing

2. Create or browse to the destination folder on the customer workstation.
3. Right click this folder and select 'Properties’.

Mame ’ Date modified Type Size
PerfLogs 1/21/2008 4:30 AM File Folder
Program Files 11/2/2006 200 PM  File Folder
Users 10/10/2008 7:37 PM  File Folder
Windews /222008234 PM  File Folder
| | BOOTSECT.BAK 9/23/200812:16 AM  BAK File KB
e R e
Open
Explore
Share...

Restore previous versions

Send To »
Cut

Copy

Create Shortcut
Delete

Rename

H Properties

Chapter 2 - Configure the Scan-to-File environment on a Windows computer 19
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Configure a destination folder on Windows operating system when the PC destination is part of a workgroup

4. From the 'Sharing' tab, click 'Advanced Sharing'.

| stfsmb Properties (=)

Genersl | Shating | Securty | Previous Versions | Customize|

Network Fie: and Folder Sharing
| sfsmd
4. NotShared

Network Path:
Not Shared

Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options

5. From the 'Advanced Sharing' window:

Step Action lllustration
1 Make sure the 'Share this e i e

folder' option is checked. [ hre this fider

- Settings

Make sure there is a 'Share o S

name'. S
2 ClICk IPermiSSionSI. Limit the number of simultaneous users to: 10

Comments:
[ ok [ cacd ][ ooy |

6. From the 'Permissions' window, select 'Everyone' and check the 'Full Control' option.

| Permissions for stfsmb ==

[ Srare Pemissis |

Group or user names

2, Everyone

Permissions for Everyone Allow Deny
Full Control I o
Change i a
Read ) ]

Click 'OK' to confirm.
7. Click also 'OK' to confirm and close the 'Advanced Sharing' window.

NOTE
The 'Security' tab, if present, is not used in that case (as the workstation is part of a
workgroup).
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Configure a destination folder on a Cluster (failover) with Windows Server 2008 R2

Configure a destination folder on a Cluster (failover) with Windows
Server 2008 R2

Introduction

It is possible to configure a shared folder in a cluster environment. Here after is an illustrated
example of a failover cluster.

S N S

Client Client Client

| $ |

Public Cluster Connection

So W Private Cluster Connection F\\
~ 0
[+]
X S
ode 2
Node 1

Shared Disk

[1] Nustration of a failover cluster environment

Pre-requisites

+ 2 servers with Windows Server 2008 R2 Enterprise Edition.

In our case the host names are:

* Winsrv2008R21

* Winsrv2008R22
* 1shared disk (e.g. a NAS server) where you want to Scan To File via SMB
* 1 printer where Scan To File via SMB destination will be defined

The 2 servers are installed in Failover Cluster with access to the shared disk (to do so, refer to the
Windows Server 2008 R2 documentation).
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Create a High availability File Server within the Cluster

Configure a destination folder

The next sections guide you through the creation of a destination folder in a Cluster environment:
« first, create a High availability File server,

» then, define the Share you want to scan to on the failover cluster.

Create a High availability File Server within the Cluster

When to do

The next procedure is a pre-requisite to define the Share where you want to scan to on a failover
Cluster.

Before you begin

The role 'File Services' must be installed on each Node:
* Winsrv2008R21
* Winsrv2008R22

K. Server Manager -0
Fie Action View Help
El 5 Roles
7 File Services
&l Features . View the health of the roles installed on your server and add or remove roles and features.
3 Disgnostics
it Configuration
£ storage ~) Roles Summary I3 Roles summary Help
~) Roles: 10of 17 installed F Add Roles
= 5 Remove Roles
(@) Fie Services
~! File Services [ Fie services Help
Provides technologies that help you manage storage, enable file repication, manage shared folders, ensure fast file searching, and enable access for UNIX
dient computers
) Role Status {'_'3 [ Go toFile Services
Messages: None
System Servicas: All Running
(i) Events: linformational in the last 24 hours
~) Role Services: 1installed Féb Add Role Services
T s i 52 Remove Role Services
L4 File Server Installed
Distributed File System Motinstalled

1. On the Winsrv2008R21 system, open 'Failover Cluster Manager'.
Select your cluster. Then, select 'Configure a Service or Application'.

B Failover Cluster Manager

Fie Action View Help

s #mHE

.’.;‘{‘ Failover Cluster Manager

) &) dustera008r2.sns.ocegr. fr
d applic

Services and applications

Nodes
. Storage
4 Networks —_—
§4] Cluster Events More Actions.... 3
View »
Refresh
Help [here are no

A wizard opens.
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Create a High availability File Server within the Cluster

3. From the 'Select Service or Application' screen select 'File Server'. Then, click '‘Next'.

59 High Availability Wizard =

Select Service or Application

Befors You Begin Select the service or application that you wart to cortfigure for high availabiliy:

< DFS Namespace Server | Description:

' DHCP Server Afile server provides a central location
- Distributed Transaction Coordinator (DTC) on your network where you can store

" and share files with users:
3 Generic Application
Generic Script ke
. Generic Service
< Intemet Storage Name Service (SNS) Server
& Message Queuing

B con |

More about services and «can configure for high availability

<Provious || Nea> | Cancel

4. Give a name to the Client Access Point. In our example, the name is 'cluster2008r2FS'. Then, click
'Next'.

B High Availability Wizard . -

;;E‘j Client Access Point

Before You Begin Type the name that clients wil use when accessing this service or application:
Select Service or
Application o Juster2008r2FS
5 One or more DHCP IPy4 addresses were configured automatically. All networks were configured
auomatically.

o
Availabi

Summary

More about how clients access a clustered service or application

<Previous || Nea> |  Cancel

b. After validation, select the storage volume you defined when you created the cluster with an
external storage. Then, click ‘Next'.

3 igh Availability Wizard ]

o %L%“I Select Storage
i

Befors You Begin Select anly the storage volumes that you want to assign to this service or application
You can assign additional storage to this service or application after you complete this wizard
Select Service or
R
Client Acssss Poirt [Mame JSabs [
- 2 @

<Previous |[[ Net> | Cancel
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Create a High availability File Server within the Cluster

6. From the 'Confirmation' screen, click 'Next'.

%9 High Availability Wizard =

J= Confirmation
LT

Before You Begin You are ready to configure high avaiabilty for a Flle Server.

Select Service or

Application

Client Access Point Storage: Cluster Disk 1 Bl
Network Name: cluster2008r2FS

Select Storage

“onfimation

1P Address: DHCP address on 134.188.21.128/25

Cenfigure High
Avaiabity

Summary

To continue. click Next.

< Previous m Cancel

Result

After a short moment, the 'Summary' screen appears. It confirms the creation of the High
availability service.

5 High Availability Wizard =
;ﬁ Summary
&

High availability was successfully configured for the service or application.

File Server
Corfirmation
nfigure High Storage: Cluster Disk 1
Network Name: cluster2008r2Fs
IP Address: DHCP address on 134.188.21.128/25
To view the report created by the wizard. click View Report Ao e

To close this wizard, click Finish.
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Define the Share to scan to on the Failover Cluster

Define the Share to scan to on the Failover Cluster

Before you begin

Make sure you created a High availability File Server.

Procedure

1. Open the Failover Cluster Manager.
Select the File Server services previously created.
From the 'Actions' pane, click ‘Add a shared folder'.

55 Failover Cluster Manager
Fle Acton Vie

=101

D smmonims s ool ﬁ

i‘, Summary of cluster2008r2FS

7 dluster2008r2FS
lodes

ice or appii,

Sto 3 Take this service or appi
b Storage 2 o
i Networks ::‘“" Seine o ot e 1 Move this service or appli... b
Cluster Events 2 <none> -
Prefered Owners: <none> 3| Manage shares and storage

Current Owner- winsrv200821 [z Add a shared folder

Show the aritical events ..

Name [ starus | [ b acd storage
Server Name: ] Add aresource »
[ % Name: cluster2008r2F5 (3) Online ‘% Disable auto start
™
2% IP Address: 134.188.21.178 (@) Online ~5 Show Dependency Report
Disk Drives View >
) 8 Cluster Disk 1 (%) Oriine K Delete
Volume: (E) File System: NTFS 78 MB (96 0%free ) T ki
|6 Refresh
Shared Folders: [ Properties
Share Name [ Folder Path [ Type [ # Client Connections | Descrption | =
e EX Windows [} G

w

A wizard, named 'Provision a Shared Folder Wizard', opens.
4. Browse to the location where you want to store the Share folder. In our example, the Share is
named 'stfsmb".

NOTE

You can also create a Shared folder, if not yet done.

1ol x|
| Shared Folder Location
"
Steps: %
Specty the folder that you want to share. On a volume with appropriste characteristios
Shared Folder Location and space, select an existing folder or create a new one. If an appropriate volume doss
ot exdst. click Provision Storage and create one.
NTFS Permissions
Share Protocols
Re Settir d Creat pecelen,
e Browse For Folder x|
— — sekctafoder
Available volumes
Volume. Capaciy
sharenas (B} 979 MB 18 duster2008r2FS
ol Es
Cluster
-~ Details
Volume:  sharenas (E3)
Shadow copies: ot configure:
Indexing:  Urknown
Highly avallable server:  CLUST  Felder: [sthsmb
Make New Foider | ok | cancel |
Z
Provision Storage..
<Pievioss | News || Cancel |
H L} L}
Then, click 'Next'.
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Define the Share to scan to on the Failover Cluster

From the 'NTFS Permissions' step, you can define the NTFS permissions according to your
corporate policy. Then, click 'Apply' to apply the permissions.

ol
~ | NTFS Permissions
B
Steps: W permissions for stfsmb x|

Speciy NTFS pemissions to contre
locally. For network access to a she
pemissions and the share pemissic
level of access granted to Users an

Shared Folder Location
NTFS Permissions
Share Protocols

Review Settings and Create
Path:

Secuty |

Group or user names
2, CREATOR OWNER
2, SYSTEM
2p5-15:21-2114382031-3756277867-3574509901-1001
82

Corfimation [Erstfamy

Do you want to change the NTFS
" No, do not change NTFS pem
& Yes, change NTFS pemission:

To change NTFS pemmissions

z 0 21
82, Users (WINSRV2008R21\Jsers)

Add.. Remove

Pemissions for Users Alow Deny
Ful Cantral o o -l
WMadfy m}
Rezd & Execute m]
List Folder Contents a
Read O -
For special permissions or advanced sttings,
click Advanced. e |
Leam sbout access control and pemissiof

For more information about shari
for Shared Folders.

0K | Cancsl | momy |

From the 'Share Protocols'

/@ NOTE

<Fravios | Ne> | cancel |

step, define the Share name for SMB.

Note the path to the Share. This path is used to define the SMB external location on the
printer controller. In our example, the path is: \\CLUSTER2008R2FS\stfsmb

&% Provision a Shared Folder Wizard (cluster2008r2FS)

Share Protocols

Select each protocol over which users can access this shared folder.

Steps:
Shared Fakder Location
NTFS Pemissians ~ sug
Share Protacols [
SMB Settings
SME Pemissions Shrore path
DFS Namespace Pubishing [WCLUSTER2008REFS \stfemb
Review Settings and Create
Share IF| NES
Corfimation Share name
[
Shars path

r@ Services for NFS is not installed on this server.

For more creating highly see Cluster

Administrator Help.

< Previous @ Cancel
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Define the Share to scan to on the Failover Cluster

From the 'SMB Settings' step, you can change the settings according to your corporate policy. In
our example, we kept the default values for the SMB settings.

E% Provision a Shared Folder Wizard (cluster2008r2F5) ]

B [ 4]
: SMB Settings
=
Steps:
Specify how this shared folder is to be used by dients acoessing it over the SMB
‘Shared Folder Location protocel. You can use the description to add comments about how the shared folder
is used. You can alsa control advanced SMB settings including the meximum
NTFS Pemmissions allowed, access-based and offine availabilty.
Share Protocols
SMB Settings o
SMB Pemnissions [WCLUSTER2008R2FS\stfsmb
DFS Namespace Publishing Dhissiiny
Review Settings and Create
hare
Corfimation
- Advanced settings
User limit [Mezimum allowed
Accesshased enumeration: |Disabled
Offine settings: [Selected files and programs available offine
To change these seftings, dlick Advanced e
<Prevous | Net> | Cancel

From the 'SMB Permissions' step, you can define the SMB permissions, according to your
corporate policy. In our example, we defined the 'Full control' for 'Everyone’.

%% Provision a Shared Folder Wizard (cluster2!

1ol x|
~ | SMB Permissions
Bl
[ e

Steps:

Speciy shars pemissions for SME-based acosss | Securty |
Shared Folder Location 300855 t0 3 shared folder, the more restritive of tt

pemissions determine the level of access aranted  Group or user names.
NTFS Pemissions

&2, Everyone
Share Protocols
SMB Settings Share path
) [WCLUSTER200BR2FS stfsmb

SMB Pemissions

DFS Namespace Publishing Select one of the following basic share pemission:

Review Settings and Create

e Add Remove
xe © Allusers and groups have only Read access

Confimmation

Pemissions for Evenyone Mow  Deny
' Admiistrators have Full Control; al ctherusers | Ful Control =l u]
Change a
Administrators have Full Conttrol; all other users
and Witte access. Head o

' Users and groups have custom share pemissi

Permissions

k

Leam about access control and permissions:
For more information about sharing and permist ok | cancal | Apply
for Shared Folers
<Provious | MNed> | Concel |
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Define the Share to scan to on the Failover Cluster

9. If you have setup a Distribution File System, enable it from the 'DFS Namespace Publishing' step.
In our example, there is no DFS.

&% Provision a Shared Folder Wizard (cluster2008r2FS)

Steps:

Shared Folder Location
NTFS Pemnissions

Share Protocols

SMB Settings

SMB Pemissions

DFS Namespace Publishing

Review Settings and Create
Share

Confimation

DFS Namespace Publishing

You can publih an SMB share to 2 DFS namespace by specfying an exsing
namespace and the folders you wart fo create in the namespace. The last folder in the
namespace path wil have the new share = a folder target

™ Publish the SMB share to a DFS namespace

Parert folder in namespace:

BExample: “\Domain'\Name'\Folder

New folder name:

Example: Name or NewFolder\Name

Preview of namespace path

For more infe sbout DFS see

<Previous || Meat » Cancel

Then, click 'Next'.
10. From the 'Review Settings and Create Share' step, review the settings you defined. When the
settings are correct, click 'Create' to create the share.

% Provision a Shared Folder Wizard (cluster2008r2FS) _[a x|

Steps:

Shared Folder Location
NTFS Pemissions

Share Protocals

SMB Settings

S Pemnissions

DFS Namespace Publshing
Review Settings and Create
Share

Corfimation

Review Settings and Create Share

To provision a shared folder with the following settings, click Create. To change any of
these setting, click Previous or select the appropriate page in the orentation pane

Share folder seftings:
[Share on cluster2008r2FS =]
Share location: E-\stfemb
NTFS permissions
BUILTIN\Adrmiristrators = Allow:: Full Corirol (explicit)
BUILTIN\Users = Alow : Ful Cortrol (expicit)
5-1:5:21-2114382031-3756277867-3574509901-1001 = Alow: |
BUILTIN\Administrators = Allow: Full Cortrol fherted)
NT AUTHORITY\SYSTEM = Alow:: Full Control frherked)
CREATOR OWNER = Alow:: firhertied)
BUILTIN\sers = Alow:: Read & Evecute | List Folder Cortents |
BUILTIN\UJsers = Allow:: Create Folders / Append Data (nhertec
BUILTIN\Users = Alow:: Create Files / Wite Data (nhemted)
Share over SMB: sfsmb
Share path: \\CLUSTERZ00BR2FS\sfsmb
Desaription.
User limi. Meodimum allowed
Offine sefting: Selected fies and programs avaiable offine
SME perrissions
Everyone = Alow.: Full Cortrol

« o

<Frevious | Creal% | conce
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Define the Share to scan to on the Failover Cluster

11. A confirmation screen appears. Click 'Close' to exit the wizard.

5% Provision a Shared Folder Wizard (cluster2008r2F5) - -0 x|

Shared Folder Location

s
\0 “You have successfully completed the Provision a Shared Folder Wizard.

NTFS Pemissions Bt
Share Protocals e
a Emors.
SMB Settings |l 0 I
) Task Status
SMB Pemissions T Shore over 5B Success

DFS Namespace Pubiishing

Review Settings and Create
Share

‘Confimmation

Result
The Share you created is now visible in the pane that lists your shared folders.

You can now go on with the configuration of the SMB scan destination on your printer controller.

S Failover Cluster Manager ] =l
Fie Action View Help

o Al N sa

=
] fff,‘“f’ Chster Marager i le Server cluster2008r2FS Recent Cluster Events: 4t .
B &) duster2008r2.sns.ocegr. oo
5 [ services and = o N
¥ duster2008r2FS i'* % Bring this service or applL...
:Z::E % Take this service or zppi...
Networks AR Au s es {4 Move this service or appi...
5 Alerts: <none>
iFpEve S - S Manage shares and storage
Current Owner: winsrv2006r21 |5 Adda shared foider
Show the aritical events f....
Name [ Status [ &4 Add storage
Server Name | Adda resource
=1 1% Name: cluster2008:2FS (&) Online: ' Disable auto start
* IP Address: 134.188.21.178 oni
a. s @ Orie /z5] show Dependency Report
File Server View
[ FieServer-{cluster2008:2F SHCuster Di... (&) Oriine R Delete
Disk Drives =l Rename
I 58 Cluster Disk 1 (@ Onine ke
Volume: (E} Fie System: NTFS 573 MB (36.0%free ) [5] Properties
Help
‘Shared Folders: ks
Share Name [ Folder Path [ Type [ # Cliert Connections | Desaription [
JEs EN Windows [
L sfsmb Esfomb Windows 0
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Configure the SMB scan destination on the printer controller

Configure the SMB scan destination on the printer controller

Before you begin

Open the printer controller application:
* Scan Manager for the Océ TDS/TCS and TC4 systems
* Océ Express WebTools for the Océ PlotWave/ColorWave systems

References

If your printer is an... Then refer to the procedure...

Océ ColorWave 550/650 R3 Configure the SMB external location in the Océ Color-
Wave 550/650 R3 Express WebTools on page 30

Océ ColorWave 550/650 R2 Configure the SMB scan destination in the Océ Color-
Wave 550/650 R2 Express WebTools on page 33

Océ PlotWave Configure the SMB external location in the Océ Plot-

340/345/360/365/450/500/550 Wave 340/345/360/365/450/500/550 and Océ ColorWave

Océ ColorWave 500/700/3500/3700 500/700/3500/3700 Express WebTools on page 35

another Océ PlotWave/Colorwave Configure the SMB scan destination in the Océ Color-

system Wave 300/PlotWave Express WebTools on page 38

Océ TDS/TCS Configure the SMB scan destination on the Océ TDS/TCS

Scan manager on page 40

Configure the SMB scan destination in the Océ ColorWave 550/650 R3
Express WebTools

Before you begin

Open the Océ Express WebTools.

Procedure

1. Select the 'Configuration’ tab.

2. Select 'External locations'.

3. Click 'Create new'.

4. Fill in the text boxes to define the SMB external location.

Text box Content to define

‘Name’ Enter a logical name for the destination.
This logical name also appears on the scanner panel.

'‘Description’ Enter a text that provides complementary information about the desti-
nation.
‘Type’ Select the destination type ‘SMB’.
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Configure the SMB scan destination in the Océ ColorWave 550/650 R3 Express WebTools

Text box

‘User name’

‘Password’

‘Folder’

B. Click 'OK' to confirm.

Z@ NOTE

Content to define

Enter the user account name (local or domain) with ‘Full Control’ to the
destination folder.
The user account name has the following format:
- Local user name:
¢ <IP address>\<user name>
(IP address of the destination workstation), or
¢ <hostname>\<user name>
(hostname of the destination workstation).

- Domain user name:
¢ <domain>\<user name>.

Enter the password of the user account with the ‘Full Control’ permis-
sions.

Enter the path to the destination folder.

Use the following syntax:

¢ \\<hostname>\<sharename>[\<path>]
or,

e \\<IP address>\<sharename>[\<path>]

[@ NOTE

You can copy-paste the path from the Windows Explorer.

[@ NOTE

Within an IPv6 environment, you may need to refer to: Exter-
nal location creation in an IPv6 environment on page 116

It is possible to create 421 external locations, for:
* the Océ PlotWave 340/360 (R1.2 and higher),

+ the Océ PlotWave 500 (R1.1 and higher),

» the Océ ColorWave 500/700/3500/3700,

¢ the Océ PlotWave 345/365,

* and the Océ PlotWave 450/550

For other products or releases, 20 external locations can be created.

6. Log out when you are finished.

Result

The printer software automatically checks the validity of the remote destination.

If

Then

the creation is successful A successful message displays: 'The remote

an error occurred.

destination is valid'.

The creation of the remote destination fails. An
error message displays.

To fix the issue, see: Troubleshoot the creation
of an SMB external location on page 131

» Click 'Change' to come back to the configuration screen.
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Configure the SMB scan destination in the Océ ColorWave 550/650 R3 Express WebTools

« Click 'Save' to save the template as you defined it.
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Configure the SMB scan destination in the Océ ColorWave 550/650 R2 Express WebTools

Configure the SMB scan destination in the Océ ColorWave 550/650 R2

Express WebTools

Before you begin

Open the Océ Express WebTools.

Procedure

1. From the [Configuration] tab, open the ‘Remote destinations' window.
If requested, logon to Océ Express WebTools.

2. Click 'Create new'.

Remote destinations
Name:

Description
Type
User name

Password

Folder

FTP
@ SmB

Ok Cancel

3. Fillin the text boxes to define the SMB remote destination.

Text box

‘Name'’

'Description’

lTypel

‘User name’

‘Password’

Content to define

Enter a logical name for the destination.
This logical name also appears on the scanner panel.

Enter a text that provides complementary information about the desti-
nation.

Select the destination type ‘SMB’.

Enter the user account name (local or domain) with ‘Full Control’ to the
destination folder.
The user account name has the following format:
- Local user name:
e <IP address>\<user name>
(IP address of the destination workstation), or
¢ <hostname>\<user name>
(hostname of the destination workstation).

- Domain user name:
¢ <domain>\<user name>.

Enter the password of the user account with the ‘Full Control’ permis-
sions.
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Configure the SMB scan destination in the Océ ColorWave 550/650 R2 Express WebTools

Text box Content to define

‘Folder’ Enter the path to the destination folder.
Use the following syntax:
* \\<hostname>\<sharename>[\<path>]
or,
* \\<IP address>\<sharename>[\<path>]

[@ NOTE

You can copy-paste the path from the Windows Explorer.

[@ NOTE

Within an IPv6 environment, you may need to refer to: Exter-
nal location creation in an IPv6 environment on page 116

b

Click 'OK' to confirm.
5. Log out when you are finished.

Result
The printer software automatically checks the validity of the remote destination.
Manage templates
€ Busy validating remote destination. Please wait for the results or save with possible errors.
If Then
the creation is successful A successful message displays: 'The remote
destination is valid'.
an error occurred. The creation of the remote destination fails. An
error message displays.
To fix the issue, see: Troubleshoot the creation
of an SMB destination (after an error message)
on page 132
» Click 'Change' to come back to the configuration screen.
« Click 'Save' to save the template as you defined it.
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Configure the SMB external location in the Océ PlotWave 340/345/360/365/450/500/550 and Océ ColorWave
500/700/3500/3700 Express WebTools

Configure the SMB external location in the Océ PlotWave
340/345/360/365/450/500/550 and Océ ColorWave 500/700/3500/3700
Express WebTools

Before you begin

Open the printer controller application.

Procedure

1. Select the '‘Configuration' tab.
Select 'External locations'.
3. Click 'Create new'.

A new window opens.

N

External locations
Type Q FIP

® smB

) WebDAV
o]
Credentials () Prompt the user to log in on the user panel

@® Use the fallowing credentials for automatic login:
Enabled functionalities @
Scan to file counter ®

0Ok]| [Cancel]

[2] lllustration of the configuration window for the SMB external location on an Océ PlotWave 340/360 v1.1

4. Fill in the text boxes to define the SMB external location.

Text box Content to define
Name Enter a logical name for the destination.
This logical name also appears on the printer operator panel.
Description Enter a text that provides complementary information about the
location.
NOTE
This field cannot be empty.
Type Select the destination type 'SMB'.
Path Use the following syntax:
* \\<hostname>\<sharename> [ \<path>]
or,

* \\<IP address>\<sharename>[\<path>]

Z@ NOTE

Within an IPv6 environment, you may need to refer to:
External location creation in an IPv6 environment on
page 116
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Configure the SMB external location in the Océ PlotWave 340/345/360/365/450/500/550 and Océ ColorWave
500/700/3500/3700 Express WebTools

Text box Content to define

Credentials Select one of the proposed values.
(except for Océ PlotWave » 'Use the following credentials for automatic login":

340/360 versions prior to the credentials defined in the

next fields ('"User name' and 'Pass-

v1.1) word') are stored permanently into the printer controller. Users
can then access directly to the external location.

@ IMPORTANT

For the Océ PlotWave 340/360 printers: this value is
compatible with the previous version v1.0.x of the
printer. After an upgrade of the print system (from
v1.0.x to v1.1), the value 'Use the following creden-
tials for automatic login' automatically applies to the
existing external locations.

* 'Prompt the user to log in on

the user panel":

the credentials are not stored into the printer controller. Users
must enter the credentials (‘User name' and '‘Password') on the
user panel when they want to access the external location.

@ IMPORTANT

For the Océ PlotWave 340/360 printers: this value is

only available from

the version v1.1 of the printer.

To know how to log in from the user panel, refer to the dedicated

section in the present guide.

User name Enter the user account name (local or domain). When scanning to
the SMB location, this account must have the 'Full Control' per-
missions to the destination folder.

The user account name has the
¢ Local user name:

following format:

e <IP address>\<user name> (IP address of the destination

workstation), or

* <hostname>\<user name> (hostname of the destination

workstation).

¢ Domain user name: <domain>\<user name>.

Password Enter the password of the user account with the 'Full Control' per-
missions.
Access permissions None, Print from only, Scan to only, Print from and Scan to

Enabled functionalities

5. Click 'OK".

Z@ NOTE

It is possible to create 421 external locations, for:
+ the Océ PlotWave 340/360 (R1.2 and higher),

» the Océ PlotWave 500 (R1.1 and higher),

« the Océ ColorWave 500/700/3500/3700,

+ the Océ PlotWave 345/365,

+ and the Océ PlotWave 450/550

For other products or releases, 20 external locations

can be created.
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Configure the SMB external location in the Océ PlotWave 340/345/360/365/450/500/550 and Océ ColorWave
500/700/3500/3700 Express WebTools

Result

The printer software automatically checks the validity of the external location.

Manage templates

_ Busy validating remote destination. Please wait for the results or save with possble errors,

After you finish
If the creation is successful, the destination appears in the list of external locations.
If an error occurred, the creation of the external location fails. An error message displays.

To fix the issue, see: Troubleshoot the creation of an SMB external location on page 131.
* Click 'Change' to come back to the configuration screen.
« Click 'Save' to save the location as you defined it.
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Configure the SMB scan destination in the Océ ColorWave 300 and the Océ PlotWave 300 Express WebTools

Configure the SMB scan destination in the Océ ColorWave 300 and the Océ
PlotWave 300 Express WebTools

Procedure

1. From the [Configuration] tab, open the [Scan destinations] page to configure the Scan-to-File

destinations.

2. Search for a scan destination that is not enabled yet, or that the customer wants to configure.

Click 'Edit".

If requested, log in to Océ Express WebTools.

NOTE

The first and second scan destination are reserved for Local and USB scan. Use
another scan destination.

Scan destination 4

Scan destination 4:
enabled

Scan destination 4: type
Scan destination 4:
remote folder

Scan destination 4:
remote user name

Scan destination 4:
remote password

Test

Scan destination 4: file
name

Scan destination 4: start
value for ###

Scan destination 4: name [STF SB on Host1

=2

Remote via SMB =
@  [Vhost1istfsmb

@ |hosthstf
News

eeee

Retype

seeee
scan##E ¢

 E—

.Uk L

[3] Configure the SMB destination

3. Fill in the text boxes to define the SMB destination on the printer controller:

Text box

‘Name’

‘Enabled"
lTypel

‘Remote folder’

Content to define

Enter a logical name for the destination.
This logical name also appears on the scanner panel.

Place a check mark in the enabled box.

Select the destination type ‘Remote via SMB'.

Enter the path to the destination folder.

Use the following syntax:

* \\<hostname>\<sharename>[\<path>]

or,

* \\<IP address>\<sharename>[\<path>]

NOTE

You can copy-paste the path from the Windows Explorer.

38 Chapter 2 - Configure the Scan-to-File environment on a Windows computer

Océ LF Systems Connectivity information for Scan-to-File



Configure the SMB scan destination in the Océ ColorWave 300 and the Océ PlotWave 300 Express WebTools

Text box Content to define

‘Remote user name’ Enter the user account name (local or domain) with ‘Full Control’ to the
destination folder.
The user account name has the following format:
- Local user name:
¢ <IP address>\<user name>
(IP address of the destination workstation), or
¢ <hostname>\<user name>
(hostname of the destination workstation).

- Domain user name:
¢ <domain>\<user name>.

NOTE
Within an IPv6 environment, you may need to refer to: Exter-
nal location creation in an IPv6 environment on page 116

‘Remote password’ Enter the password of the user account with the ‘Full Control’ permis-
sions.
Confirm this password, if requested.

4. Click 'OK' to confirm.

Result

The scan destination is created. You can test its validity (for the Océ PlotWave 300 and the Océ
ColorWave 300 printers, the test procedure is only available from their version 1.2.1).

To do so, see: test the validity of the remote scan destination on page 98.
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Configure the SMB scan destination in the Océ TDS/TCS Scan Manager

Configure the SMB scan destination in the Océ TDS/TCS Scan Manager

Procedure
1. Select ‘Destinations’ in the tree view of the Scan Manager.

NOTE
For the Océ TDS7x0 printers and the Océ TC4 scanner, click ‘Scan Jobs’ to open the
‘Scan destinations’ window.

TDS750 Power Logic Controller

1 Help

&5 Scan destinations
s b 4 Z N @ B3 &
Mewy Delete Properties View Refresh Print Resend  Sendto.

Destinations on control... | | Name | size | Tyme | Mositiea | Resalution el | age size I

Remote destinations

Service operator

@ 8 O 9: PG &s Be M y

[4] Interface for Océ TDS7x0 printers and TC4 scanner (Océ Power Logic Controller)

2. Click 'New’ from the toolbar.

Eil View System Help

Blx 5 R B 5

New Delete  Properties Ve Refresh Erint

= £ Destinations Hame | Size | Type | Modified | Resohdion ...| Image size ..
[0 controller

23 Temparary store

== Tlocalhost | [ Counter 6 [Anommous |

[56] Océ Scan Manager

The ‘Destination properties’ dialogue box appears.
3. Fill in the text boxes to define the ‘Destination properties'’:

Text box Content to define

‘Name’ Enter a logical name for the destination.
This logical name also appears on the scanner panel.

‘Type’ (drop-down list) Choose destination type ‘SMB’.
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Configure the SMB scan destination in the Océ TDS/TCS Scan Manager

Text box Content to define

‘System’ Enter the host name or IP address of a computer where the destination
shared folder is located.

‘User name’ Enter the user account name (local or domain) with ‘Full Control’ to the
destination folder.
The user account name has the following format:
- Local user name:
e <IP address>\<user name>
(IP address of the destination workstation), or
¢ <hostname>\<user name>
(hostname of the destination workstation).

Domain user name:
¢ <domain>\<user name>.

‘Password’ Enter the password of the user account with the ‘Full Control’ permis-
sions.
‘Path’ Enter the path to the destination folder: select it from the drop-down
list.
NOTE

You may have to wait a few seconds before content appears
in the drop-down list.

Destination properties

u:_
Name [sMB on Michelle
- Destination
Type ShB =

Systemn michelle-w2k

User name sns\genius
Passwurd (FXRETENEEY

Path SMB_DES vl Browse...
- File naming
Base name [DEST28%

Jv Add the appropriate file extension

Start value for #5 1

0K | Cancel | Apply

[6] Example of destination properties in Océ Scan Manager
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Configure the SMB scan destination in the Océ TDS/TCS Scan Manager

Destination properties
L] Locked

Name  [SFT_sMe |

)

Path |EMEideshnahnn\ "H Browse ‘

 File naming

Base name DEST2#¢

Adil the appropriate file extansion

Startvalue for#s | 1]

Encoding

@ascle
[SEILAT

‘ 0K H Cancel H Apply |

[71 Example of destination properties in Océ Power Logic Controller

4. Click ‘OK".
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Scan-to-File to an FTP destination

Scan-to-File to an FTP destination

Prerequisites for Scan-to-File to an FTP destination in a Windows
environment

When to do

&

In the context of Scan-to-File via FTP:
» the FTP Client is located on printer controller,
* the FTP Server on the destination workstation.

NOTE
The next procedures apply to the Océ TDS/TCS/ColorWave/PlotWave printers (supporting the
Scan-to-File option) and to the Océ TC4 stand alone scanner.

NOTE

Scan-to-File to an FTP location is possible under Windows operating systems.

However, since Windows 8 and Windows Server 2012, we recommend you to refer to the
Microsoft dedicated documentation for:

» the configuration of the Windows Firewall,

* the installation of the FTP service, and

» the configuration of the FTP Server on the destination workstation.

The procedures for the Windows operating systems released previously are still available in the
present manual.

Before you begin

Windows platforms include an internal Windows Firewall. This firewall is activated by default.

You must configure the Firewall settings on a Windows destination workstation when you use the
Scan-to-File option (see next procedure).

Configure the Windows firewall for Scan-to-File using FTP

Procedure

1.

2

Access the Firewall exception list.

If Then

Windows Server 2008 ‘Start’ - 'Control Panel' - ('Security') - 'Windows Firewall' - 'Allow a
Windows Server 2008 R2 program through Windows Firewall'

Windows 7 ‘Start' - 'Control Panel' - 'Windows Firewall' - 'Allows <an app | a
Windows 8/ 8.1 program> or feature through Windows Firewall’

Windows 10

Make the necessary checks.
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Prerequisites for Scan-to-File to an FTP destination in a Windows environment

Example

[4] Configuration of Windows firewall for a Scan-to-File using FTP

If the operating system on the desti- Then, you must
nation workstation is

Windows 7 Check that the FTP Server is enabled in the firewall ex-
Windows 8/ 8.1 ceptions list.

Windows 10

Windows Server 2008 Check that the FTP Server is enabled in the firewall ex-
Windows Server 2008 R2 ceptions list.

Check if the firewall is stateful.

To do so, execute the following command line: netsh
advfirewall show global.

If the firewall setting 'StatefulFTP' is not 'enable’, then
you must activate it. To do so, execute the following
command line: netsh advfirewall set global
StatefulFtp enable.
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Configure the FTP server in the network - references

Configure the FTP server in the network - references

Install and configure the FTP Server on the workstation

Find in the next table the link to the procedure that corresponds to your operating system. The
related procedure describes how to install and configure the FTP Server on your workstation.

If the destination workstation runs  Then, refer to the procedure...

under...
Windows Server 2008 (R2) Scan-to-File to an FTP destination (Windows Server
2008(R2)) on page 45
Windows 7 Scan-to-File to an FTP destination (Windows 7/8/8.1/10)
Windows 8/ 8.1 on page 51
Windows 10
NOTE

Scan-to-File to an FTP location is possible under Windows operating systems.

However, since Windows 8 and Windows Server 2012, we recommend you to refer to the
Microsoft dedicated documentation for:

» the configuration of the Windows Firewall,

» the installation of the FTP service, and

» the configuration of the FTP Server on the destination workstation.

The procedures for the Windows operating systems released previously are still available in the
present manual.

Scan-to-File to an FTP destination (Windows Server 2008(R2))

Install the FTP service on Windows Server 2008

Procedure

1.

wn

Open the ‘Programs and Features’ window (Start - Control Panel (- Programs) - Programs and
Features).

Click “Turn Windows features on or off’, then ‘Continue’.

Expand ‘Internet Information Service’'.

Open the Server Manager application.

E.. Server Manager P z —
Ele Acton Vew Heb

e A ol 7]

T Server Manager (WiNSER200832) [

2]
@ G Active Directory Domain Se -i(
) 5 Fle Services !

View the health of the roles installed on your server and add or remove rokes and features.

ji Featres
% fm Diagrostics
& i} Configuration

283 corme ~ Roles Summary [ Roles summary Hep

~ Roles: 2of 16 installed T Add Roles

5 Remove Roles
&% Active Drectory Domain Services

& Fie Services

[8] Server Manager

Click 'Add role'. Then click 'Next'.

If a window pops-up to require 'Add features required for Web Server (lIS)?, click 'Add required
features'.

Click '"Next' twice.
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Start the FTP service on Windows Server 2008

7. Inthe Role Services window, check the "FTP Publishing Service" and click 'Next >'

Add Roles Wizard x|
i% Select Role Services
Dere Yodeoh Select the role services to installfor Web Server (IIS):
Server Roles Bole services: Desaription:
= Console pr
LJ oigest authenticaton . = ‘manage an FTP site.
[ dientc A2pp 115 7 uses 1IS & management consale
[ 1S Chent Certificate Mapping Authentication for FTP server management. You can
[ WRL Authorizetion use the FTP management console to
Frogiess ] Request Fitering manage 2 local or remote FP server.
Results [] 1P and Domain Restrictions

B [ performance
[] Static Content Compression
[ pynamic Content Compression
=1 [ Management Tooks
[] 115 Management Console
[ 115 Management Saripts and Tools
] Management Service
£ [ 15 6 Management Compatbiity
[] 115 6 Metabase Compatibiity
L] 115 6 WM Compatibility
L] 1s & sorpting Tools
t

onsole

<previous [ mext> | i Cancel

The confirmation window appears.
If a window pops-up to require 'Add features required for Web Server (lIS)?*, click 'Add required
features'.
8. Click 'Install'.
When installation is finished, the following window appears.

i% Installation Results

Before You Begin
e The folon , o features

Server Roles
Vieb Server (1S) ~ Web Server (IIS) (@ 1nstallation succeeded

e S The following role services were installed:

- Management Tools
S 115 6 Management Compatbilty
Progress 115 6 Metabase Compatibilty
FTP Publishing Service
FTP Server

FTP Management Console

9. Click 'Close’.

Start the FTP service on Windows Server 2008

Procedure
1. Open the ‘Administrative Tools” window ('Start’ (- 'Control Panel' - 'Programs') - 'Administrative
Tools').
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Configure the FTP server on the Windows Server 2008 destination workstation

2. Double click ‘Services’, then click ‘Continue’.

& Services

File Action View Help

e&s @ He=H= > ann

service is disabled, any services that

explicitly depend on it will fail to start. “4 Function Discovery Resour.. Publishes this computer... Started Automatic Local Service
£, Group Policy Client The service is responsibl...  Started Automatic Local System

% Health Key and Certificate .. Provides X509 certificat... Manual Local System

‘. Human Interface Device Ac... Enables genericinput ac... Started Automatic Local System

lI « IS Admin Service Enables this serverto ad...  Started Automatic Local System
£ IKE and AuthlP [Psec Kevin... The IKEEXT service hosts... Started Automatic Local Svstem

FTP Publishing Service Name Description Status Startup Type Log On As -
. 44 Diagnostic Service Host The Diagnostic Service ... Manual Local Service
ﬁfg: Seice 73 Diagnostic System Host ~ The Diagnostic System... Started  Manual Local System |
[ 3 Distributed Link Tracking C... Maintains links between . Stated  Automatic  Local System |5)
£ Distributed Transaction Co.. Coordinates transaction... Manual Network Ser...
" 4. DNS Client The DNS Client service (...  Started Automatic Network Ser...
E::;’I'eps";:; A £ Extensible Authentication P... The Extensible Authentic... Manual Local System
Transfer Protocol (FTP) server. I this o Fax Enables you to send and... Manual Network Ser...

service is stopped, the server cannot ’.i‘; FTP Publishing Service Enables this serverto be ... Started Automatic Local System

function as an FTP server. If this ‘. Function Discovery Provide... Host process for Functio... Stated  Manual Local Service

" Extended A Standard /

3. Right click ‘FTP Publishing Service’, then select ‘Properties’.
The ‘FTP Publishing Service properties (Local Computer)’ window appears.

FTP Publishing Service Properties (Local Computer)

S

General | Log On | Recovery | Dependencies |

Service name: ~ MSFTPSVC
Display name: FTP Publishing Service

Path to executable:
C:\Windows \system32\inetsrv\inetinfo exe

Description: Enables this server to be a File Transfer Protocol -
= 5 (FTP) server. i this service is stopped, the server

Startup type: Automatic

Help me configure service startup options
Service status:  Stopped
from here.

Start parameters:

You can specify the start parameters that apply when you start the service

[ ok J[ cancel ][ oy |

4, Set ‘Startup type’ to ‘Automatic’, click ‘Start’, then ‘OK’.

5. Close ‘Services'.

Configure the FTP server on the Windows Server 2008 destination

workstation

Before you begin

When scanning to a Windows destination workstation, you need to configure the Windows

Firewall of the workstation (see Configuration of Windows firewall for Scan-to-File using FTPon

page 43).
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Configure the FTP server on the Windows Server 2008 destination workstation

Procedure
. .. . P .. .
1. Open the ‘Administrative Tools’ window (Start (- Control Panel - Programs) - Administrative
Tools).
T —=—- - e =)
— - - o
@U @[ » Control Panel » Administrative Tools + [ 4 [ search i
File Edit View Tools Help |
B Organize ~ ~ [® Open & Bum )]
Favorite Links Name Date modified Type Size ,
B Documents (7 Computer Management 02/11/2006 16:30 Shortcut 2k8
[# Data Sources (GDBC) 02/11/200616:30  Shortcut 2K8
B Pictures (5] Event Viewer 02/11/200616:30  Shorteut 2K8
B Music [0 Intemet Information Services (I1S) 6.0 Manager 21/02/2008 1406 Shortcut 2KB
(% Recently Changed fohi5CSl Initiator 02/11/200616:30  Shorteut 2K8
BB Searches [#h Local Security Policy 02/11/2006 16:34 Shertcut 2KB
I Ji Public [# Memory Diagnostics Tool 02/11/20061627  Shortcut 2K8
[2% Print Management 02/11/2006 16:32 Shertcut 2KB
(&8 Reliability and Perfarmance Monitor 02/11/200616:30  Shortcut 2K8
E‘h Services 02/11/2006 16:30 Shortcut 2KB
(52 System Configuration 02/11/200616:27  Shorteut 2K8
@ Task Scheduler 02/11/2006 16:30 Shortcut 2KB
[P Windows Firewall with Advanced Security 02/11/200616:30  Shortcut 2K8
Folders A
Internet Information Services (IS} 6.0 Ma... Date modified: 21/02/2008 14:06
i :ﬂl Shortcut Size: 173 KB |
S Date created: 21/02/2008 14:06

N

Select your ‘local computer’ - ‘FTP sites’.

¥4 Intemet Information Services (IS} 6,0 Manage
¥g File Action View Window Help
wx| FHc=BHm/2]r a
€4 Internet Information Services
4 0 APHRODITE-V64 (local computer)
a ) FTP Sites
- @ Default FTP Site

Name Path Status.

There are no items to shaw in this view.

4. Right click ‘Default FTP Site’, then select ‘Properties’.
5. From the 'Properties' window:

Step Action

1 Select '"Home Directory' tab
Browse the FTP Directory.

Double click ‘Internet Information Services (lIS) 6.0 Manager’, then click ‘Continue’.

Ensure that the boxes 'Read' and 'Write' are checked.

FTP Site | Security Accounts | Messages | Home Directory | Directory Security |

The content for this resource should come from:

@ A directory located on this computer
@ A directory located on another computer

FTP site directory
Local path: C:\netpub\ftproot
[¥]Read
(V] write
[¥] Log visits

Directory listing style
) UNIX &
@ Ms-DOS ®

J [ concel [ [ hedy ][ e ]
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Configure the FTP server on the Windows Server 2008 destination workstation

Step Action

2 Select 'Security Accounts' tab.

If only authenticated access is required, uncheck the box 'Allow only anonymous
connections'.

"
FTP Site | Security Accounts | Messages | Home Directory | Directory Seaurity |

Use the following Windows user account for anonymous access!

User name:  IUSR_APHRODITE-V64

Password:  eessssssse

[] Allow only anonymous connections

[oc J[ concel J[ sy J[ rep |

3 Click ‘OK’, close ‘Internet Information Services (lIS) 6.0 Manager’ and ‘Administra-
tive Tools'.

6. Open ‘Computer’ and find the directory you defined as FTP site directory local path.
7. Right click the directory, then select ‘Properties’.
8. From the ‘Security’ tab:

Step Action
1 Select ‘Users’ account
Click ‘Edit’
Click ‘Continue’
rI ftproot Properties @

| General | Sharing | 595'—”’@’1 Previous Versions | Customize |

Object name:  C:\inetpub’tproot

GI’DUD Or user names:

82 SYSTEM -
82, Administrators (APHRODITE-V64\Administrators) ¥ |
b Users (APHRODITEVEA\Users)

82 T otadine sllar =
< I ]

To change pemmissions, click Edit.
€ Edit...

Pemissions for Users Allow Deny
TOrCorror

Modify

Read & exscute
List folder contents |8
Read

Write

For special pemissions or advanced settings.
click Advanced. Advanced

Leam about access control and permissions

'

o]
o
=
A4
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Configure the FTP server on the Windows Server 2008 destination workstation

Result

Step
2

Action

Select ‘Users’ account again.

Ensure that ‘Write’ case is checked and click ‘OK’ twice.

Security |

Object name:  C:\inetpub'ftproot

Group or user names:

£2, CREATOR OWNER

H2 SYSTEM

§2, Administrators (APHRODITE-VE4\Administrators)

= A Users (APHRODITE-V64\Users)

82, Trustedinstaller

Permissions for Users Allow Deny
Modify [ B =
Read & execute B W
List folder contents B =
Read B =
Wite @ B -

Leam about access control and pemmissions

| Permissions for ftproot lﬁ«-l

Click ‘OK".

You can now go on with the configuration of the FTP destination:
in the Océ TDS Scan Manager on page 63
in the Océ ColorWave 300/PlotWave Express WebTools on page 61

in the Océ ColorWave 550/650 Express WebTools on page 56

in the Océ ColorWave 550/650 R3 printer controller on page 54

in the Océ PlotWave 340/345/360/365/450/500/550 and Océ ColorWave 500/700/3500/3700
Express WebTools on page 58
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Scan-to-File to an FTP destination (Windows 7/8/8.1/10)

Scan-to-File to an FTP destination (Windows 7/8/8.1/10)

Introduction

This section is a prerequisite for the configuration of the FTP destination. It describes how to:

» Install the FTP service on page 51
» Configure the FTP server on the destination workstation on page 51

Install the FTP service on Windows 7/8/8.1/10

Procedure

Open the ‘Programs’ window ('Start' - 'Control Panel' (- '‘Programs’) - '‘Programs and Features').
Click “Turn Windows features on or off’.

Expand ‘Internet Information Services’, ‘FTP Server', and 'Web Management Tools".

In 'FTP Server', check ‘FTP Extensibility’ and ‘FTP service'.

In 'Internet Information services', check 'llIS Management Console'.

L ol o

{4 Windows Festures o |-G s

Turn Windows features on or off (2]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

Indexing Service

Intemet Explorer 8

temet Information Services =
FTP Server

7] | FTP Extensibility

FTP Service

Web Management Tools

115 6 Management Compatibility

IS Management Console

IS Management Scripts and Teols

IS Management Service
World Wide Web Services

&

oK | cancal

6. Click 'OK".
Configure the FTP server on the Windows 7/8/8.1/10 destination workstation
Procedure

1. Open the ‘Administrative Tools’ window ('Start' - ‘Control Panel' - 'System and Security' -
'Administrative Tools').

QQ B L[mntrnl Panel b System and Security » Adm\mstratwaTDnlsJ [ #3|| search Administrative T
Organize ¥ [27] Open
7 Favorites 5 MNeme
P Desktop (& Windows PowerShell Madules
% Downloads [#5) Windows Memory Diagnostic
‘il Recent Places [4F Windows Firewall with Advanced Security
fa) Task Scheduler
4 Libraries (5 System Configuration
= Documents 2| [ Services
@ Music [38 Print Management rtcut
&= Pictures (&) Performance Monitor Shortcut
B videos [ Local Security Policy

fel, i5CSI Initiator

8 Computer [ [ Intemet Information Services (IS) Manager

&, Local Disk (T:) [ Event Viewer
&5 Clean image (\\images-server2) (V:) [ Data Sources (ODBC)
¥ sns (V\exchange-sns) (W) [#%/ Computer Management
¥ snsdsS (Vinasl) (X:) E“ Component Services Shortcut
8 sps (VWnasl) (V) [ i "
hi“ Internet Information Services (IIS) Manager Date modified: 12/01/2011 16:42 Date created: 12/01/2011 16:42
t." Shortcut Size: 1,24 KB
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Configure the FTP server on the Windows 7/8/8.1/10 destination workstation

4,

5.
6.

Double click on 'Internet Information Services (IIS) Manager'.
Right click on 'Default Web site' and select 'Add FTP Publishing'.

5 Internet Information Services (I15) Manager
@ ) [@ » WINI32 » Sites » Default Web Site »

File View Help

Connections

P 0 Default Web Site Home

WINT32 (SNS\genius) =
Filter: ~ Bl Go i
Application Pools =

48] Sites Management
@5 Default Web Site |*j
=]

Configurat...
Editor

Ready

In the 'Add FTP Site Publishing' window:

Step Action

1 Configure the Binding and SSL set-
tings:
+ Binding:
1 - Set the 'IP Address' to 'All Un-
assigned'.
2 - Indicate the value 21 to Port.

¢ Check 'Start FTP site automatical-
ly'

« SSL:
Check ' No SSL".

2 Click 'Next'.
3 Give authorization to the User (you

have identified) with Read and Write
permissions.

4 Click 'Finish’.

lllustration

Add FTP Site Publishing

“ Binding and SSL Settings

[

Binding
1P Address:

All Unassigned

Port:
| |2

7] Enable Virtual Host Names:

[¥] Start FTP site automatically

ssL.
@ NossL

) Allow SSL

*) Require SSL
SSL Certificate:
Not Selected

Add FTP Site Publishing

Cancel

Lo =

s

Authentication

[C] Anonymous

[¥] Basic

Autharization

Allow access to:

specified users

userl|

Permissions

= (]

In the 'Internet Information Services (IIS) Manager' window, click 'Default Web Site'.

Select 'Basic Settings' in the 'Actions' section.
The 'Edit Site' window opens.
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Configure the FTP server on the Windows 7/8/8.1/10 destination workstation

Step Action Illustration
1 Make sure (or change, if needed) e site
that: -
Default Web Site DefaultAppPool Select...
* the Physical path exists, and
. H i sical path;
that the authorized user you speci e =
fied (in step 4) has Read and Write Pass-through authentication
permissions on this path. Connect 25.
g N OTE oK Cancel

You can also use the 'Test
Settings' button to check
the FTP server.

2 Click 'OK".

7. Make sure (or configure, if needed) that the Windows Firewall allows 'FTP' inbound connections.

(=T FEE
@Q-\E « Windows Fire.. b Allowed Programs - | 9 ||| Search Controt Pane! 2|

Allow programs to communicate through Windows Firewall

To add, change, or remove allowed programs and ports, click Change settings.
\What are the risks of allowing a program to communicate? 1% Change settings
Allowed programs and features:

Name Domain  Heme/Work (Private)  Public *
|W BranchCache - Content Retrieval (Uses HTTP)

[ BranchCache - Hosted Cac ] 0 o =
[ BranchCache - Hosted Cache S || m| m] |
[1BranchCache - Peer Discovery ( a o O
[ Connect ta a Network Projector (m] | 0
[ Core Networking = =]
[ Distributed Transaction Coordinator ] (m] o
[# File and Printer Sharing = o [m]
PIFTP Server e =) =) =
[JHemeGroup (] ] 8|
[JiSCSl Service () m| m]
[1Media Center Extenders | | [] =
Allow another program...
oK Cancel

Result

You can now go on with the configuration of the FTP destination:

* inthe Océ TDS Scan Manager on page 63

* in the Océ ColorWave 300/PlotWave Express WebTools on page 61

* in the Océ ColorWave 550/650 Express WebTools on page 56

* in the Océ ColorWave 550/650 R3 printer controller on page 54

* in the Océ PlotWave 340/345/360/365/450/500/550 and Océ ColorWave 500/700/3500/3700
Express WebTools on page 58
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Configure the FTP destination on the printer controller

Configure the FTP destination on the printer controller

Before you begin

Open the printer controller application:
* Scan Manager for the Océ TDS/TCS and TC4 systems
* Océ Express WebTools for the Océ PlotWave/ColorWave systems

References

If your printer is an... Then refer to the procedure...

Océ ColorWave 550/650 R3 Configure the FTP external location in the Océ Color-
Wave 550/650 R3 Express WebTools on page 54

Océ ColorWave 550/650 R2 Configure the FTP scan destination in the Océ Color-
Wave 550/650 Express WebTools on page 56

Océ PlotWave Configure the FTP external location in the Océ PlotWave

340/345/360/365/450/500/550 340/345/360/365/450/500/550 and Océ ColorWave

Océ ColorWave 500/700/3500/3700 500/700/3500/3700 Express WebTools on page 58

another Océ PlotWave/Colorwave Configure the FTP scan destination in the Océ Color-

system Wave 300/PlotWave Express WebTools on page 61

Océ TDS/TCS Configure the FTP scan destination on the Océ TDS/TCS

Scan Manager on page 63

NOTE

For more information about the encryption of the user names and passwords, refer to:
» the Océ PlotWave-ColorWave Systems Security - Administration guide, or

* the Océ TDS-TCS Systems Security manual.

Configure the FTP external location in the Océ ColorWave 550/650 R3 Express
WebTools

Before you begin

Open the Océ Express WebTools.

Procedure

1. Select the 'Configuration’ tab.
2. Select 'External locations'.
3. Click 'Create new'.

Remote destinations
Name:
Description:

Type @ FTP
= SMmB

User name &
Password ~ sssss
Folder @
Ok Cancel 1
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Configure the FTP external location in the Océ ColorWave 550/650 R3 Express WebTools

4. Fill in the text boxes to define the FTP external location.

Text box

'Name'

'Description’

|Type|

'User name'

'Password'

'Folder!

5. Click 'OK' to confirm.

Content to define

Enter a logical name for the destination.
This logical name also appears on the scanner panel.

Enter a text that provides complementary information about the desti-
nation.

Select the destination type 'FTP".

Enter the user account name (local or domain).
If Anonymous Connections are allowed, you can leave the box empty.

Enter the password of the user account (local or domain).
If Anonymous Connections are allowed, you can leave the box empty.

Enter the name or IP address of the FTP server and the path to the des-
tination folder.
Use the following syntax:
¢ <hostname>[/<path>]
or,
e <IP address>[/<path>]

6. Log out when you are finished.

Result

The printer software automatically checks the validity of the remote destination.

Manage templates

(_ Busy validating remote destination. Please wait for the resuts or save with possble errors,

If

Then

the creation is successful A successful message displays: 'The remote

an error occurred.

destination is valid'.

The creation of the remote destination fails. An
error message displays.

To fix the issue, see: Troubleshoot the creation
of an FTP external location on page 134.

» Click 'Change' to come back to the configuration screen.
» Click 'Save' to save the template as you defined it.
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Configure the FTP scan destination in the Océ ColorWave 550/650 R2 Express WebTools

Configure the FTP scan destination in the Océ ColorWave 550/650 R2 Express

WebTools

Before you begin

Open Océ Express WebTools.

[@ NOTE

For more information about the encryption of the user name and the password, refer to the Océ
PlotWave-ColorWave Systems Security - Administration guide.

Procedure

1. From the [Configuration] tab, open the 'Remote Destinations' window.
If requested, logon to Océ Express WebTools.

2. Click 'Create new"'.

Remote destinations
Name:

Description:
Type
User name

Password

Folder

@ FTP
= SMB

ok Cancel

3. Fill in the text boxes to define the FTP remote destination.

Text box

'‘Name'

‘Description’

|Type|

'‘User name'

'Password'

'Folder!

4. Click 'OK' to confirm.

Content to define

Enter a logical name for the destination.
This logical name also appears on the scanner panel.

Enter a text that provides complementary information about the desti-
nation.

Select the destination type 'FTP'.

Enter the user account name (local or domain).
If Anonymous Connections are allowed, you can leave the box empty.

Enter the password of the user account (local or domain).
If Anonymous Connections are allowed, you can leave the box empty.

Enter the name or IP address of the FTP server and the path to the des-
tination folder.
Use the following syntax:
* <hostname>[/<path>]
or,
e <IP address>[/<path>]

5. Log out when you are finished.

Result

The printer software automatically checks the validity of the remote destination.
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Configure the FTP scan destination in the Océ ColorWave 550/650 R2 Express WebTools

Manage templates

_ Busy validating remote destination. Please wait for the results or save with possble errors,

[Save

If Then

the creation is successful A successful message displays: 'The remote
destination is valid'.

an error occurred. The creation of the remote destination fails. An
error message displays.
To solve the problem, see Troubleshoot the
creation of an FTP scan destination on
page 136

+ Click 'Change’ to come back to the configuration screen.
» Click 'Save' to save the template as you defined it.
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Configure the FTP external location in the Océ PlotWave 340/345/360/365/450/500/550 and Océ ColorWave
500/700/3500/3700 Express WebTools

Configure the FTP external location in the Océ PlotWave
340/345/360/365/450/500/550 and Océ ColorWave 500/700/3500/3700
Express WebTools

Procedure

1. In Océ Express WebTools of your Océ PlotWave 340/345/360/365/450/500/550 or Océ ColorWave
500/700/3500/3700 system, select the 'Configuration' tab.

2. Select 'External locations'.

3. Click 'Create new".
A new window opens.

External locations
Name: ]
Description: l:l
Type ® FTP

O SMB

() WebDAV
2 o[ ]
Credentials () Prompt the user to log in on the user panel

(@) Use the following credentials for automatic login:
Enabled functionalities @
Scan to file counter [ l:l

0Ok| [Cancel]

[9] llustration of the configuration window for the FTP external location on an Océ PlotWave 340/360 v1.1

4. Fill in the text boxes to define the FTP external location.

Text box Content to define

Name Enter a logical name for the destination.
This logical name also appears on the printer operator panel.

Description Enter a text that provides complementary information about the
location.
NOTE
This field cannot be empty.
Type Select the destination type 'FTP".
Path Enter the name or the IP address of the FTP server, and the path to

the destination folder.

Use the following syntax:

* <hostname>[/<path>] or,
* <IP address>[/<path>].

Z@ NOTE

Within an IPv6 environment, you may need to refer to:
External location creation in an IPv6 environment on
page 116
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Configure the FTP external location in the Océ PlotWave 340/345/360/365/450/500/550 and Océ ColorWave
500/700/3500/3700 Express WebTools

Text box Content to define

Credentials Select one of the proposed values.

(except for Océ PlotWave » 'Use the following credentials for automatic login":

340/360 versions prior to the credentials defined in the next fields (‘User name' and 'Pass-
v1.1) word') are stored permanently into the printer controller. Users

can then access directly to the external location.

@ IMPORTANT
For the Océ PlotWave 340/360 printers: this value is
compatible with the previous version v1.0.x of the
printer. After an upgrade of the print system (from
v1.0.x to v1.1), the value 'Use the following creden-
tials for automatic login' automatically applies to the
existing external locations.
* 'Prompt the user to log in on the user panel':
the credentials are not stored into the printer controller. Users
must enter the credentials (‘User name' and '‘Password') on the
user panel when they want to access the external location.

@ IMPORTANT
For the Océ PlotWave 340/360 printers: this value is
only available from the version v1.1 of the printer.

To know how to log in from the user panel, refer to the section:
Log in to an external location on page 103.

User name Enter the FTP account user name (local or domain).
If Anonymous Connections are allowed, you can leave the box
empty.

Password Enter the password of the user account (local or domain).

If Anonymous Connections are allowed, you can leave the box
empty.

Access permissions None, Print from only, Scan to only, Print from and Scan to
Enabled functionalities

5. Click 'OK' to confirm.

[@ NOTE

It is possible to create 421 external locations, for:
* the Océ PlotWave 340/360 (R1.2 and higher),

* the Océ PlotWave 500 (R1.1 and higher),

* the Océ ColorWave 500/700/3500/3700,

* the Océ PlotWave 345/365,

» and the Océ PlotWave 450/550

For other products or releases, 20 external locations can be created.

Result

The printer software automatically checks the validity of the external location.
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Configure the FTP external location in the Océ PlotWave 340/345/360/365/450/500/550 and Océ ColorWave
500/700/3500/3700 Express WebTools

Manage templates

€ Busy validating remote destination. Please wait for the results or save with possible errors.

After you finish
If the creation is successful, the destination appears in the list of external locations.
If an error occurred, the creation of the external location fails. An error message displays.

To fix the issue, see: Troubleshoot the creation of an FTP external location on page 134
* Click 'Change' to come back to the configuration screen.
» Click 'Save' to save the location as you defined it.

60 Chapter 2 - Configure the Scan-to-File environment on a Windows computer
Océ LF Systems Connectivity information for Scan-to-File



Configure the FTP destination in the Océ ColorWave 300/PlotWave Express WebTools

Configure the FTP destination in the Océ ColorWave 300/PlotWave Express

WebTools

Procedure

1. From the [Configuration] tab, open [Scan destinations] to configure the Scan-to-File destinations.

2. Search for a scan destination that is not enabled yet, or that the customer wants to configure.

Click 'Edit'.
If requested, log in to Océ Express WebTools.

NOTE

The first and second scan destination are reserved for Local and USB scan. Use

another scan destination.

4

Scan destination 7

Scan destination 7: name stf fip helios

Scan destination 7:
enabled

2

Scan destination 7: type

Remote via FTP -
Scan destination 7: I—
remote folder @  |helios/test
Scan destination 7: ® Isﬁﬁp—

remote user name
Scan destination 7: Hews
remote password

senee
Refype

[oeee

Test
Scan destination 7: file
name

[scans#

value for ##3

Scan destination 7: start I1

[ok | [ cancel

[10] Configure the FTP destination

3. Fillin the text boxes to define the 'Destination properties":

Text box

'Name'

'Enabled’
ITypel

'Remote folder"

'Remote user name'

'Remote password'

Content to define

Enter a logical name for the destination.
This logical name also appears on the scanner panel.

Place a check mark in the enabled box.
Select the destination type ‘Remote via FTP'.

Enter the name or IP address of the FTP server and the path to the des-
tination folder.
Use the following syntax:
e <hostname>[/<path>]
or,
e <IP address>[/<path>]

Enter the user account name (local or domain).
If Anonymous Connections are allowed, you can leave the box empty.

Enter the password of the user account (local or domain).
If Anonymous Connections are allowed, you can leave the box empty.
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Configure the FTP destination in the Océ ColorWave 300/PlotWave Express WebTools

NOTE

In a Japanese environment, the FTP server only supports the Shift-JIS encoding.
Before you configure a Japanese FTP server, open the 'Generic' - 'Encoding for remote
FTP server' setting of your Océ Express WebTools. Make sure the value is set to 'Shift-
JIS'.

~

Click 'OK' to confirm.
5. Log out when you are finished.

Result
With the Océ PlotWave 300 and the Océ ColorWave 300 printers, from their version 1.2.1, you can
test the validity of the remote scan destination on page 98.
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Configure the FTP destination in the Océ TDS/TCS Scan Manager

Configure the FTP destination in the Océ TDS/TCS Scan Manager

Procedure

1. Select ‘Destinations’ in the tree view of the Scan Manager.

NOTE

For the Océ TDS7x0 printers and the Océ TC4 scanner, click ‘Scan Jobs’ to open the

‘Scan destinations’ window.

TDS750 Power Logic Controller

&5 Scan destinations

=h
¥ X & = B C
Mew Delete Properties View Refresh Print Resend  Sendio..
Destinations on control... | | Mame | size | rype | modified | Resolution [epi) | mage size

Remote destinations

Service operator

@ &8 9 9: I Xs ®e X p

[11] Interface for Océ TDS7x0 printers and TCS scanner (Océ Power Logic Controller)

2. Click on the 'New' button of the toolbar.

£ G Bt Ul
= s 3
B|x &F K [T 3
Mew | Delets Propemies i Refresh  Fril
Mame | Size. | Type | Modified | Resobtion .| Image size ..
4 Temporary store
F&=Ttocaihost | [Counter 5 [Anonymous | -

[12] Océ Scan Manager

The 'Destination properties' dialogue box appears.
3. Fill in the text boxes to define the 'Destination properties':

Text box Content to define

'Name' Enter a logical name for the destination.
This logical name also appears on the scanner panel.

'Type' (drop-down list) Choose destination type 'FTP'.

'System’ Enter the name or IP address of the FTP server.
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Configure the FTP destination in the Océ TDS/TCS Scan Manager

Text box Content to define
‘User name'

‘Password'

'‘Path’
Destination properties

=

Enter the user account name (local or domain).

If Anonymous Connections are allowed, you can leave the box empty.

Enter the password of the user account (local or domain).

If Anonymous Connections are allowed, you can leave the box empty.

Enter the path to the destination folder (if any).

Name [FTP on cecile
i Destination

Type FTP =

System cecile-xp

Username cecile-¥pisti_operator

Password b

Path ~| Browse...
~File naming

Base name [DESTa#

Start value for ### 1

[V Add the appropriate file extension

0K | Cancel | Apply

[13] Example of destination properties in Océ Scan Manager

Deslination properiies
[ Locked
Name  [STF_FTF ]

Destination

User name user

Path

"l ‘ Browse ‘

File naming

Base name

Startvalue for #

Encoding

DEST2##

Add the appropriate file extension

1]

[CEERTE]
) shitdis

[ o

=

H Cancel H Apply |

[14] Example of destination properties in Océ Power Logic Controller

4. Click 'OK".
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Chapter 3

Configure the Scan-to-File
environment on a Mac OS X.x
computer



Introduction

Introduction

Introduction

This section applies to destination workstations running under MAC OS X from its version 10.9.
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Activate the FTP access on the Mac OS X workstation

Activate the FTP access on the Mac OS X workstation

Introduction
You can scan a file and send it to a Mac OS X workstation.

NOTE
The Scan-to-File only applies to the printer model which support the "scan" feature.

Before you begin

1. Activate the FTP access to enable the FTP server on the Macintosh computer.
2. Configure the SMB destination either:
* in the Scan Manager of the Océ TDS/TCS controller
+ orinthe Océ Express WebTools of your Océ ColorWave/PlotWave print system.

@ IMPORTANT

To use the Macintosh computer as a FTP server, make sure that the ‘FTP Access’ is activated on
the 'System Preferences - Sharing' window.

Activate the Macintosh FTP access (from Mac OS X 10.7)

Introduction

The FTP server has been removed from the interface of Mac OS X. However, it is still present in
the system. You must activate it. The next procedure describes you how to do so.

Procedure

1. Open the 'Terminal' window: [Launchpad]—[Utilities]—[Terminal]

2. Type in exactly the following command line: sudo -s launchctl load -w /System/
Library/LaunchDaemons/ftp.plist

Press the [Enter] key on the keyboard.

To exit the Terminal window, type in exit and press the [Enter] key.

b. Restart the Mac workstation.

~w

Result

The FTP server will now always be activated by default.

[@ NOTE

To deactivate the FTP server, repeat the procedure but replace 1oad by unload in the command
line (step 2).
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Configure a destination folder in the network

Configure a destination folder in the network

Procedure

1. Per user, create a destination folder on your Mac workstation. For instance: 'STF_folder' on the
Desktop.

2. Select this folder.
3. While the folder is selected, click [File]l—=[Get Infol.
4. Atthe bottom of the 'Info' window, expand the '‘Sharing and permissions' section.
5. Give the appropriate privilege (‘Write only (Drop box)' or 'Read & Write') to the users allowed to
perform the scan-to-file operation.
Result
The folder you created will be the destination for your scan-to-file operations.
You can now configure the FTP destination on the printer controller.
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Configure the FTP destination on the printer controller

Configure the FTP destination on the printer controller

Before you begin

Open the printer controller application:

* Scan Manager for the Océ TDS/TCS and TC4 systems
* Océ Express WebTools for the Océ PlotWave/ColorWave systems

References

If your printer is an...

Océ ColorWave 550/650 R3

Océ ColorWave 550/650 R2

Océ PlotWave
340/345/360/365/450/500/550
Océ ColorWave 500/700/3500/3700

another Océ PlotWave/Colorwave
system

Océ TDS/TCS

NOTE

Then refer to the procedure...

Configure the FTP external location in the Océ Color-
Wave 550/650 R3 Express WebTools on page 54

Configure the FTP scan destination in the Océ Color-
Wave 5650/650 Express WebTools on page 56

Configure the FTP external location in the Océ PlotWave
340/345/360/365/450/500/550 and Océ ColorWave
500/700/3500/3700 Express WebTools on page 58

Configure the FTP scan destination in the Océ Color-
Wave 300/PlotWave Express WebTools on page 61

Configure the FTP scan destination on the Océ TDS/TCS
Scan Manager on page 63

For more information about the encryption of the user names and passwords, refer to:
* the Océ PlotWave-ColorWave Systems Security - Administration guide, or
* the Océ TDS-TCS Systems Security manual.

Configure the FTP external location in the Océ ColorWave 550/650

R3 Express WebTools

Before you begin

Open the Océ Express WebTools.

Procedure

1. Select the '‘Configuration' tab.
2. Select 'External locations'.
3. Click 'Create new'.

Remote destinations

Name:

Description

Type @ FTP
= SMB

User name &

Password ~ ssess

Folder @
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Configure the FTP external location in the Océ ColorWave 550/650 R3 Express WebTools

4. Fill in the text boxes to define the FTP external location.

Text box

'‘Name'

‘Description’

|Type|

'‘User name'

'Password'

'Folder!

Content to define

Enter a logical name for the destination.
This logical name also appears on the scanner panel.

Enter a text that provides complementary information about the desti-
nation.

Select the destination type 'FTP'.

Enter the user account name (local or domain).
If Anonymous Connections are allowed, you can leave the box empty.

Enter the password of the user account (local or domain).
If Anonymous Connections are allowed, you can leave the box empty.

Enter the name or IP address of the FTP server and the path to the des-
tination folder.
Use the following syntax:
* <hostname>[/<path>]
or,
e <IP address>[/<path>]

5. Click 'OK' to confirm.
6. Log out when you are finished.
Result

The printer software automatically checks the validity of the remote destination.

Manage templates

(_ Busy validating remote destination. Please wait for the resuits or save with possible errors.

If

Then

the creation is successful A successful message displays: 'The remote

an error occurred.

destination is valid'.

The creation of the remote destination fails. An
error message displays.

To fix the issue, see: Troubleshoot the creation
of an FTP external location on page 134.

» Click 'Change' to come back to the configuration screen.
» Click 'Save' to save the template as you defined it.

70

Chapter 3 - Configure the Scan-to-File environment on a Mac OS X.x computer

Océ LF Systems Connectivity information for Scan-to-File



Configure the FTP scan destination in the Océ ColorWave 550/650 R2 Express WebTools

Configure the FTP scan destination in the Océ ColorWave 550/650
R2 Express WebTools

Before you begin

Open Océ Express WebTools.

1@ NOTE

For more information about the encryption of the user name and the password, refer to the Océ
PlotWave-ColorWave Systems Security - Administration guide.

Procedure

1. From the [Configuration] tab, open the 'Remote Destinations' window.
If requested, logon to Océ Express WebTools.
2. Click 'Create new".

Remote destinations

Name:

Description:

Type @ FTP
- SMB

User name @

Password LI

Folder @

ok Cancel

3. Fillin the text boxes to define the FTP remote destination.

Text box Content to define

'Name' Enter a logical name for the destination.
This logical name also appears on the scanner panel.

'Description’ Enter a text that provides complementary information about the desti-
nation.

'Type' Select the destination type 'FTP".

'User name' Enter the user account name (local or domain).

If Anonymous Connections are allowed, you can leave the box empty.

'Password’ Enter the password of the user account (local or domain).
If Anonymous Connections are allowed, you can leave the box empty.

'Folder! Enter the name or IP address of the FTP server and the path to the des-
tination folder.
Use the following syntax:
¢ <hostname>[/<path>]
or,
e <IP address>[/<path>]

4. Click 'OK' to confirm.
5. Log out when you are finished.

Result

The printer software automatically checks the validity of the remote destination.

Chapter 3 - Configure the Scan-to-File environment on a Mac OS X.x computer 71
Océ LF Systems Connectivity information for Scan-to-File



Configure the FTP scan destination in the Océ ColorWave 550/650 R2 Express WebTools

Manage templates

€ Busy validating remote destination. Please wait for the results or save with possible errors.

If

the creation is successful

an error occurred.

Then

A successful message displays: 'The remote
destination is valid".

The creation of the remote destination fails. An
error message displays.

To solve the problem, see Troubleshoot the
creation of an FTP scan destination on

page 136

+ Click 'Change' to come back to the configuration screen.
» Click 'Save' to save the template as you defined it.
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Configure the FTP external location in the Océ PlotWave 340/345/360/365/450/500/550 and Océ ColorWave
500/700/3500/3700 Express WebTools

Configure the FTP external location in the Océ PlotWave
340/345/360/365/450/500/550 and Océ ColorWave
500/700/3500/3700 Express WebTools

Procedure

1. In Océ Express WebTools of your Océ PlotWave 340/345/360/365/450/500/550 or Océ ColorWave
500/700/3500/3700 system, select the 'Configuration’ tab.

2. Select 'External locations'.

3. Click 'Create new'.
A new window opens.

External locations
Type @® FTP

O SmB

) WehDAV
B e[ ]
Credentials () Prompt the user to log in on the user panel

(@ Use the following credentials for automatic login:
Enabled functionalities @
Scan to file counter )

Ok| [Cancel]

[15] lllustration of the configuration window for the FTP external location on an Océ PlotWave 340/360 v1.1

4. Fill in the text boxes to define the FTP external location.

Text box Content to define

Name Enter a logical name for the destination.
This logical name also appears on the printer operator panel.

Description Enter a text that provides complementary information about the
location.
NOTE
This field cannot be empty.
Type Select the destination type 'FTP".
Path Enter the name or the IP address of the FTP server, and the path to

the destination folder.

Use the following syntax:

* <hostname>[/<path>] or,
* <IP address>[/<path>].

Z@ NOTE

Within an IPv6 environment, you may need to refer to:
External location creation in an IPv6 environment on
page 116
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Configure the FTP external location in the Océ PlotWave 340/345/360/365/450/500/550 and Océ ColorWave
500/700/3500/3700 Express WebTools

Text box Content to define

Credentials Select one of the proposed values.

(except for Océ PlotWave » 'Use the following credentials for automatic login":

340/360 versions prior to the credentials defined in the next fields (‘User name' and 'Pass-
v1.1) word') are stored permanently into the printer controller. Users

can then access directly to the external location.

@ IMPORTANT
For the Océ PlotWave 340/360 printers: this value is
compatible with the previous version v1.0.x of the
printer. After an upgrade of the print system (from
v1.0.x to v1.1), the value 'Use the following creden-
tials for automatic login' automatically applies to the
existing external locations.
* 'Prompt the user to log in on the user panel':
the credentials are not stored into the printer controller. Users
must enter the credentials (‘User name' and '‘Password') on the
user panel when they want to access the external location.

@ IMPORTANT
For the Océ PlotWave 340/360 printers: this value is
only available from the version v1.1 of the printer.

To know how to log in from the user panel, refer to the section:
Log in to an external location on page 103.

User name Enter the FTP account user name (local or domain).
If Anonymous Connections are allowed, you can leave the box
empty.

Password Enter the password of the user account (local or domain).
If Anonymous Connections are allowed, you can leave the box
empty.

Access permissions None, Print from only, Scan to only, Print from and Scan to
Enabled functionalities

5. Click 'OK' to confirm.

/@ NOTE

It is possible to create 421 external locations, for:
» the Océ PlotWave 340/360 (R1.2 and higher),

» the Océ PlotWave 500 (R1.1 and higher),

« the Océ ColorWave 500/700/3500/3700,

» the Océ PlotWave 345/365,

+ and the Océ PlotWave 450/550

For other products or releases, 20 external locations can be created.

Result

The printer software automatically checks the validity of the external location.
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Configure the FTP external location in the Océ PlotWave 340/345/360/365/450/500/550 and Océ ColorWave
500/700/3500/3700 Express WebTools

Manage templates

_ Busy validating remote destination. Please wait for the results or save with possble errors,

After you finish
If the creation is successful, the destination appears in the list of external locations.
If an error occurred, the creation of the external location fails. An error message displays.

To fix the issue, see: Troubleshoot the creation of an FTP external location on page 134
» Click 'Change' to come back to the configuration screen.
* Click 'Save' to save the location as you defined it.
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Configure the FTP destination in the Océ ColorWave 300/PlotWave Express WebTools

Configure the FTP destination in the Océ ColorWave 300/PlotWave
Express WebTools

Procedure

1. From the [Configuration] tab, open [Scan destinations] to configure the Scan-to-File destinations.
2. Search for a scan destination that is not enabled yet, or that the customer wants to configure.
Click 'Edit".
If requested, log in to Océ Express WebTools.
NOTE

The first and second scan destination are reserved for Local and USB scan. Use
another scan destination.

Scan destination 7
Scan destination 7: name W
f xgglgssﬁnatbn 7: I
Scan destination 7: type !WL[
e == a—
et - —

Scan destination 7: Hew

remote password ey
Retype
o
Test

Scan destination 7: file W
name

Scan destination 7: start !1—
value for ###

[0k |[ cancel |

[16] Configure the FTP destination

3. Fill in the text boxes to define the 'Destination properties':

Text box Content to define

‘Name' Enter a logical name for the destination.
This logical name also appears on the scanner panel.

‘Enabled' Place a check mark in the enabled box.
‘Type' Select the destination type ‘Remote via FTP'.
‘Remote folder' Enter the name or IP address of the FTP server and the path to the des-

tination folder.

Use the following syntax:

e <hostname>[/<path>]
or,

e <IP address>[/<path>]

‘Remote user name' Enter the user account name (local or domain).
If Anonymous Connections are allowed, you can leave the box empty.

'Remote password' Enter the password of the user account (local or domain).
If Anonymous Connections are allowed, you can leave the box empty.

76 Chapter 3 - Configure the Scan-to-File environment on a Mac OS X.x computer
Océ LF Systems Connectivity information for Scan-to-File



Configure the FTP destination in the Océ ColorWave 300/PlotWave Express WebTools

NOTE

In a Japanese environment, the FTP server only supports the Shift-JIS encoding.
Before you configure a Japanese FTP server, open the '‘Generic' - 'Encoding for remote
FTP server' setting of your Océ Express WebTools. Make sure the value is set to 'Shift-
JIS'.

&

Click 'OK" to confirm.
5. Log out when you are finished.

Result

With the Océ PlotWave 300 and the Océ ColorWave 300 printers, from their version 1.2.1, you can
test the validity of the remote scan destination on page 98.

Chapter 3 - Configure the Scan-to-File environment on a Mac OS X.x computer 77
Océ LF Systems Connectivity information for Scan-to-File



Configure the FTP destination in the Océ TDS/TCS Scan Manager

Configure the FTP destination in the Océ TDS/TCS Scan Manager

Procedure

1. Select ‘Destinations’ in the tree view of the Scan Manager.

NOTE

For the Océ TDS7x0 printers and the Océ TC4 scanner, click ‘Scan Jobs’ to open the
‘Scan destinations’ window.

TDS750 Power Logic Controller

=5 Scan destinations

ki

MNew

Destinalions on control...

Remote destinations

X

Delete

&£

Properties

> & &

Print

&

Resend
|TVPE

&
View Refresh

Name | size

Send to

| wocitied

Resalution [di] | mage size )

Servite operator

@ 8 9 DT D B He Kr y

[17] Interface for Océ TDS7x0 printers and TCS scanner (Océ Power Logic Controller)

2. Click on the 'New' button of the toolbar.

:X'g

Delete  Properties.

&= & Destinations Hame

| Modified | Resohdion ...| Image size ..

On ¢
B unsent
23 Temparary store

== Tlocalhost |

[Counter: & [Anomymous | -

[18] Océ Scan Manager

The 'Destination properties' dialogue box appears.
3. Fill in the text boxes to define the 'Destination properties':

Text box

'‘Name'

'Type' (drop-down list)
'‘System’

Content to define

Enter a logical name for the destination.
This logical name also appears on the scanner panel.

Choose destination type 'FTP'.

Enter the name or IP address of the FTP server.
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Configure the FTP destination in the Océ TDS/TCS Scan Manager

Text box

'User name'
'Password'

'Path’

Destination properties

£

Content to define

Enter the user account name (local or domain).
If Anonymous Connections are allowed, you can leave the box empty.

Enter the password of the user account (local or domain).
If Anonymous Connections are allowed, you can leave the box empty.

Enter the path to the destination folder (if any).

Name [FTP on cecile
.~ Destination
Type FTP =

Systern cecile-xp

Username cecile-xpisti_operator
Password bl

Path ~| Browse...

- File naming

Base name [DESTI#R

Start value for #35 1

[V Add the appropriate file extension

0K | Cancel | Apply

[19] Example of destination properties in Océ Scan Manager

Desfination properiies
[0 Locked
Name  [STF_FTR ]

Destination

Path

| |" ‘ Browse |

File naming

Base name DESTZ#5¢

] Adid the appropriate file extension

Start valus for e

Encoding
®ascis

[FENE

[ o

ket

|| Cancel H Apply ‘

[20] Example of destination properties in Océ Power Logic Controller

Click 'OK".
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Configure the FTP destination in the Océ TDS/TCS Scan Manager
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Scan to an External location - introduction (Océ PlotWave 340/345/360/365/450/500/550 and Océ ColorWave
500/700/3500/3700)

Scan to an External location - introduction (Océ
PlotWave 340/345/360/365/450/500/550 and Océ
ColorWave 500/700/3500/3700)

Introduction

Whatever action you want to perform with the external location (Print from or Scan to), the
configuration to create, to modify, or to delete the external location is the same.

With the Océ PlotWave 340/345/360/365/450/500/550 and the Océ ColorWave 500/700/3500/3700
systems, you can scan documents to an external location. This location can be a remote folder
(SMB or FTP), or a folder located on the Cloud.

Prerequisites

To configure a 'Scan to' external location, you must:
» configure the destination folder or path on the workstation where you want to scan to
» configure the corresponding external location on the printer controller

Express WebTools

‘!;meilg £ Logout Help

|

(D)
1mp =
L= External locations

# Createnew X Deleteall
Type HName Description Actions

» USB use Change USE configuration

[21] Configuration of an external location from the Océ Express WebTools

% s 0l &4 User intervention required
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Scan to an External location - introduction (Océ PlotWave 340/345/360/365/450/500/550 and Océ ColorWave
500/700/3500/3700)

o

Océ PlotWave 340

scan001
PDF
Color

CAD color

Public ftp helios-bis sharepoint webdav

— I I -

Insert original

™

[22] View of the 'Scan to' locations from the printer panel

smb helios-bis
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Create a Cloud external location

Create a Cloud external location

Introduction to supported Cloud locations

It is possible to create the external location on the cloud. Two types of Cloud locations exist.
* WebDAV protocol compatible web services:

* some external sites are WebDAV compatible

* Sharepoint sites are WebDAV compatible
* Non WebDAYV protocol compatible web services.

[@ NOTE

Some Clouds are not WebDAV compliant. They are not officially supported by the
printing systems. However, the present chapter also provide some related
information.

WebDAV

Web Distributed Authoring and Versioning (WebDAV) is an extension of the Hypertext transfer
protocol in order to communicate with Web Servers for managing documents.

More and more Web Servers in the Cloud supports WebDAV protocol (for instance: Microsoft
SharePoint).

You can print from a WebDAYV location, and you can also scan to this location. The next section
provides the details for scanning.

List of supported WebDAV environments

Here is the list of the web services supporting WebDAV protocol you can configure with your
print system:

* Cloudsafe

* Box.com

* AutoDesk Buzzsaw

» AutoCAD WS

+ MyDisk

Here is the list of other WebDAV compliant repositories to which you can connect your print
system:

* Microsoft SharePoint

» Apache Jackrabbit

Non WebDAV compliant Clouds

It is also possible to create the external location on Clouds which are not WebDAV compliant (e.g.
with DropBox). To do so, you need a 3™ party provider, that is Webdav compatible and which
enables some non WebDAV compliant cloud storage.

In the next section, as an example, we use: CloudDav™, from Storagemadeeasy (SME™).
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Configure the Proxy settings

Configure the Proxy settings

Before you begin

Open the printer controller application.

When to do

A proxy may be required to configure an external location located in the Cloud (for instance,
when the external location requires a connection to the Internet). Configure the proxy settings as
follows.

Procedure

1. From Océ Express WebTools, select the ‘Configuration' tab.
2. Select 'Connectivity - Proxy settings'.

& Proxy settings &P Edit
Proxy enabled Disabled
Proxy hostname
Proxy port 81
Prexy requires authentication No
Prexy authentication: user
Prexy authentication: password o
Proxy authentication: domain

3. Click the 'Edit' button.
A new window opens.

Proxy settings

Proxy enabled |

\Z Proxy hostname host
Proxy port 81
Proxy requires @

authentication

Proxy authentication:
user

Proxy authentication: New
password e

Proxy authentication:
domain

Ok | |Cancel

4. Fill in the fields.

Setting name Content to define
[Proxy enabled] Enable it if required.
[Proxy hostname] Enter the proxy hostname.

It is recommended to enter the fully Qualified name i.e. including
the correct DNS suffix (e.g. <Hostname>.<DNS.Suffix>).

[Proxy port] Enter the Proxy TCP port.

[Proxy requires authentica- Check the box if an authentication is required.
tion]

[Proxy authentication: User name for proxy authentication.

user]
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Setting name Content to define
[Proxy authentication: Password for proxy authentication.
password]

[Proxy authentication: do-  Enter the user domain if required, otherwise let it blank.
main]

NOTE

For more information about the encryption of the user name and the password, refer to
the Océ PlotWave-ColorWave Systems Security - Administration guide.

Result

Now you can configure the Cloud external location.
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Configure your environment to address a non-WebDAV-compliant Cloud storage

Configure your environment to address a non-WebDAV-
compliant Cloud storage

Before you begin

Choose a 3™ party provider, that is WebDAV compatible, and which supports your non-WebDAV-
compliant Cloud storage. This external provider will turn your non-WebDAV-compliant Cloud into
one that can be used with your Océ printing system.

In this section, we use CloudDav, from Storagemadeeasy, as an example: this provider supports
several Clouds.

(For more information, refer to SME website: http./storagemadeeasy.com; or the complete list:
http.//storagemadeeasy.comy/cloud_lIist.)

@ NOTE

SME is free for personal usage, but not for business usage. Please consult the price on: http.//
storagemadeeasy.com

When to do

The next procedure is built on the assumption that you want to define an external location to
your DropBox cloud.

Procedure

1. Create a new account on SME (Personal or business).
2. Loginto your SME account.
3. From the Home page, click ‘Add a Cloud Provider' to add your DropBox provider.

M Home | File Manager |

*3 Select Language ¥

M Home
Tour
What do you want to do today?
Launch File Manager Add a Cloud Provider
Manage Cloud Providers Manage Business Groups

Import files

> My quick uploads
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Configure your environment to address a non-WebDAV-compliant Cloud storage

4. Select DropBox in the list.

Weld

Home | File Manager | Lite File Manager

2§ Select Language ¥ | Hide

[y account | [Proviers currenty i vse |

User Login: gmo =] Provider Account Last sync Has
User ID: 155571 47 DropBox My DropBox fikes. 20140515 €2 Sync now
Emaik gmo60@free.fr = Gsme [D<F sme
Last visit: 2014-05-15 15:52:11 e e

My Data » Add new provider | You can add 2 more providers

Password -

Tech. info ~
Curent P 37.61.235.11 e
Last IP address: 46.218.62.54 Default page: [Home =]/ i |

API secret key: be1578f3111fb7ad1bcofe89a90f0e78
Add new provider

Choose provider [ DropBox [~]
[(Add provider | [[Cancel |
SMEStorage S3 + any 3 clouds Add provicer Cancel

This package alows you to use 2 SVEStorage Cloud nhich is e
hosted on Amazon 53 and comes with 5GB of space for free, and
3 ather doud for free Email box to load files filebox.| 155571 (@eu.storagemadeeasy.com | ; |

You have access to the forum suppart only. with email to account: Current email box is filebox.155571@eu.storagemadeeasy.com
-+ APersonal or Business Cloud account is required for the email

or Skype support, How to store emails: Full email j

4 Features and dient add-ons for your account

Delete account -

Create new folder foran emai:  [an| |1
Upgrade -

P Trash

Use trash for deleted fies: [an| 1]

Disahle Trash for undares: [l nff [ |

5. Enter your DropBox account information.
6. Allow the DropBox access.

Home | File Manager | Lite File Manag

2§ Select Language ¥ | Hide

DropBox account Info

Name your Cloud

‘My DropBox files

[rccount access |

To enable you to use your storage cloud using the Storage Made Easy gateway we need to be able to sync details about
your files and therefore need you to enter your authentication details. This is done over an encrypted connection using SSL

Authorise DropBox access

Result

You can now see your DropBox files in SME File Manager.
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Configure your environment to address a non-WebDAV-compliant Cloud storage

Welcomg

Home | File Manager | Lite File Manager | H

2 Select Language ¥

File Manager | Tags | Search | Groups | whats new 164,17 MB used A

My Cloud Files Adddoud | #, ypload files o share P A com
-3 My Dropox files
~ @iz GMo3
~E3 gmo_mtea Name
~ 3 OcE 2 P1000187 PG 2.001MB 2012

E- [ Photos
[ Public

o My Cloud Files » My DropBox fies » GMO3
Type% Size Modi

E [ Xerox Printsack
-l My SME files
B3 Quick Uploads
W Favorites
) Locked Files
3 Encrypted Files

=% Public Files

L Groups
| contacts

Synes
“ Emal Backups
T Trash

After you finish

Retrieve the information that is needed to configure the new Cloud as an external location on
your printer controller.

The parameters which will be used to create the external location creation on the printer
controller are:
* Path: https://webdaveu.storagemadeeasy.com/My%20DropBox%20files/

@ NOTE

(The generic URL to use cloudDAV once enabled is https://
webdav.storagemadeeasy.com, Or https://webdaveu.storagemadeeasy.com
for EU server)

« Username: <your SME account>
+ Password: <the SME password>

Chapter 4 - Configure a Scan-to-File environment to a Cloud external location (Océ PlotWave 340/345/360/365/450/500/550
and Océ ColorWave 500/700/3500/3700 systems) 89

Océ LF Systems Connectivity information for Scan-to-File



Configure a WebDAV external location on the printer controller

Configure a WebDAV external location on the printer
controller

Before you begin
Open the printer controller application.
If a proxy is required, see: Configure the Proxy settings for a Cloud external location on page 85

If the Cloud is not WebDAV compliant, refer to the dedicated procedure in the previous section.

Z@ NOTE

For more information about the encryption of the user names and passwords, refer to the Océ
PlotWave-ColorWave Systems Security - Administration guide.

Configure the WebDAV location from the Océ Express WebTools

Procedure

1. From the Océ Express WebTools, select the 'Configuration' tab.
2. Select 'External locations'.
3. Click 'Create new".

A new window opens.

External locations
Type O FTP

) sMB

@) WebDAV
) —
Use proxy settings @
Credentials () Prompt the user to log in on the user panel

@) Use the following credentials for automatic login:
Enabled functionalities ®
Scon tofl caurter ®

| Ok | | Cancel

[23] lllustration of the configuration window for the WebDAV external location on an Océ PlotWave 340/360 v1.1

4. Fill in the text boxes to define the WebDAV external location.

Setting name Content to define

Name Enter a logical name for the location.
This logical name also appears on the printer operator panel.

Description Enter a text that provides complementary information about the
location. This field cannot be empty.

Type Choose a location type. Here, select '"WebDAV'.

20 Chapter 4 - Configure a Scan-to-File environment to a Cloud external location (Océ PlotWave
340/345/360/365/450/500/550 and Océ ColorWave 500/700/3500/3700 systems)

Océ LF Systems Connectivity information for Scan-to-File



Configure a WebDAYV external location on the printer controller

Setting name Content to define

Path Enter the complete folder access on your WebDAV.
E.g.: http://sharepoint.domain.net/project/subproject/Shared
%20Documents

Consult your WebDAV server documentation on how to access to
the folder access.

Z@ NOTE

For examples of the Folder access of WebDAYV server,
see: Tips for the retrieval of Cloud locations path on
page 93.

Use proxy settings Check the box if proxy settings are required to access to the Web-
DAV server over the Internet.

Credentials Select one of the proposed values.

(except for Océ PlotWave » 'Use the following credentials for automatic login':

340/360 versions prior to the credentials defined in the next fields (‘User name' and 'Pass-
v1.1) word') are stored permanently into the printer controller. Users

can then access directly to the external location.

@ IMPORTANT
For the Océ PlotWave 340/360 printers: this value is
compatible with the previous version v1.0.x of the
printer. After an upgrade of the print system (from
v1.0.x to v1.1), the value 'Use the following creden-
tials for automatic login' automatically applies to the
existing external locations.
* 'Prompt the user to log in on the user panel':
the credentials are not stored into the printer controller. Users
must enter the credentials (‘User name' and '‘Password') on the
user panel when they want to access the external location.

@ IMPORTANT
For the Océ PlotWave 340/360 printers: this value is
only available from the version v1.1 of the printer.

To know how to log in from the user panel, refer to the dedicated
section in the present guide.

Username Enter the user account name to access to the WebDAV server.
Password Enter the password of the user account to access to the WebDAV
server.
Access permissions Select the Access permissions among the proposed values: None,
Enabled functionalities Print from only, Scan to only, Print from and Scan to.
5. Click 'OK'.

Result

The printer software automatically checks the validity of the external location.
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Configure a WebDAV external location on the printer controller

Manage templates

€ Busy validating remote destination. Please wait for the results or save with possible errors.

After you finish
If the creation is successful, the destination appears in the list of external locations.
If an error occurred, the creation of the external location fails. An error message displays.

To fix the issue, see: Troubleshoot the creation of a WebDAV location on page 137
* Click 'Change' to come back to the configuration screen.
» Click 'Save' to save the location as you defined it.
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Tips for the retrieval of Cloud locations path

Tips for the retrieval of Cloud locations path

Tip for path creation with SharePoint
When using SharePoint with your Internet browser, the URL looks like this:

http://sharepoint.ocecreteil.oce.net/mns/RnD-SnS/Shared%20Documents/Forms/Allltems.aspx?
RootFolder=%2fmns%2fRnD%2dSnS%2fShared%20Documents
%2ftest&amp;FolderCTID=&amp;View=%7b0020140C%2d93CB
%2d4DD4%2dA776%2d63A2A4392D94%7d

@ IMPORTANT
Do not use the above folder syntax for the External location 'path’ setting.

Follow the next steps to define the path of the external location.

1. With your browser, go to the SharePoint location you want to print from or scan to.
2. Click 'Actions'.

3. Select 'Open with Windows Explorer'.

* Calendar |E Add new link
* Tasks
| Mew | Upload v

Discussions

= Team Discussion g e e
N & el

PM
Sites
St ] G | Open with Windows Explorar

| Grag and drop fiies into this fbrary.

1| Recycle Bin
iz Connect to Outlook

4. A new window opens.
Right-click on the address in the address bar, and select ‘Copy address as text' in the
contextual menu.

O@if 7777777 v |49 [§ Search test

| Copy address =
= | =+ M @
Organize Bum  Mewfolder Copsl i e test &= bl @

Name Edit address Size

't Favorites
B Deskiop &) tert docx [ ailant e D... 19K8
& Downloads

% Recent Places

5. Report this address as the path to the External location when you create the related location
from the printer controller.
The path now looks like this: http://sharepoint.ocecreteil.oce.net/mns/RnD-SnS/Shared
Documents/test

Tip for path creation with a Cloud WebDAYV server (e.g. Box.com)

Generally, the Web Access and the folder access are different. The 'path’ setting must correspond
to the folder access. We recommend that you consult to the documentation of the WebDAV
server for the folder syntax.

Example:

@ IMPORTANT
Do NOT use the next syntax.

e https://www.box.com/files#/files/0/3j/123456/test
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Tips for the retrieval of Cloud locations path

NOTE
USE the syntax of one of the next examples.

e https://dav.box.com
https://dav.box.com/dav
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systems)



Scan to the Home folder: introduction and prerequisites

Scan to the Home folder: introduction and prerequisites

Introduction

Home folders are private network locations where the Active Directory users can store their files.

Definition

With the 'Scan to Home' feature, an authenticated user can send scanned files from the system
directly to his/her Microsoft Active Directory Home folder.

Attributes

To allow a user to scan files to his/her Home folder, the following configurations are required:

Item to configure Requirements

Microsoft Active Directory ¢« A Home folder exists for each user
» Users have the Read and Write rights for their private Home
folder

Network » Kerberos (for authentication)
» LDAP (for access to Home directory)
* SMB protocols (for data transfer)

Printer configuration The User authentication is enabled and configured.

Scan to a Home folder

Procedure

1. For a complete description of the 'Scan to Home' feature, refer to the Océ PlotWave-ColorWave
Systems Security - Administration guide.
The Security guide also contains a full description of the ‘Scan to Home' behaviour. This feature
is available for the Océ PlotWave 345/365/450/550, Océ ColorWave 500/700 (from R4.1) and Océ
ColorWave 3500/3700 systems.
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Test the validity of the Scan-to-File
environment



Test the validity of the remote destination

Test the validity of the remote destination

Make sure you created a valid folder

Find in the next table the link to the procedure that corresponds to your operating system. The
related procedure describes how to make sure that the remote/external folder (that you want to

connect with your print system) is valid.

If your printer is an...

Océ ColorWave 500

Océ ColorWave 550 (R2 and R3)
Océ ColorWave 650 (R2 and R3)
Océ ColorWave 700

Océ ColorWave 3500

Océ ColorWave 3700

Océ PlotWave 340

Océ PlotWave 345

Océ PlotWave 360

Océ PlotWave 365

Océ PlotWave 450

Océ PlotWave 500

Océ PlotWave 550

Océ ColorWave 300 or another Océ
PlotWave system

Océ TDS/TCS system

Then refer to the procedure...

Test the validity of the remote scan destination/external
location: Océ PlotWave 340/345/360/365/450/500/550 and
Océ ColorWave 500/550/650/700/3500/3700 on page 102

Test the validity of the remote scan destination: Océ Col-
orWave 300 and Océ PlotWave 300/350/750/900 on
page 98

Not applicable.

There is no procedure to make sure the scan destination

is valid for the Océ TDS/TCS systems.

In case of error, refer to:

* the troubleshooting chapter provided in this manual.

» your Canon local representative for support informa-
tion: "http.//www.canon.com/support/”

Test the validity of the remote scan destination: Océ ColorWave
300 and the Océ PlotWave 300/350/750/900 systems

Introduction

From the version 1.2.1 of the Océ PlotWave 300 and the Océ ColorWave 300 printers, a specific
'Test' feature has been introduced to support the creation of a scan destination.

This 'Test' feature allows to check, or to troubleshoot, a remote scan destination (SMB or FTP).

NOTE
Z@ This feature is now also available for Océ PlotWave 350, Océ PlotWave 750 and Océ PlotWave

900 printers.

Purpose

The ‘Test’ feature is a 'Test' button available in the 'Scan destination' window.

Use it in order to test:
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Test the validity of the remote scan destination: Océ ColorWave 300 and the Océ PlotWave 300/350/750/900 systems

+ the validity of the parameters entered when you create a scan destination
» the connection validity when a problem occurs during a remote Scan to File operation

When to do

After you configured the scan destination on the controller.

Before you begin

The 'Scan destination' window must be opened. If not already done:

1. Open a web browser and enter the URL of the printing system (http://<hostname>) to open
the Océ Express WebTools.

2. Goto 'Configuration’ - 'Scan destinations’.

Test the scan destination

Procedure

1. Select a Scan destination and click on 'Edit'.
Il requested, logon to Océ Express WebTools.

NOTE

You can logon as: System administrator, Key operator or Power User.

The selected Scan destination window appears.
2. Click the 'Test' button.

Scan destination 4

4

Scan destination 4: name [STF SB on Host1

Scan destination 4:
enabled B

Scan destination 4: type
Scan destination 4:
remote folder

Scan destination 4:
remote user name

Scan destination 4:
remote password

Scan destination 4: file
name

Scan destination 4: start
value for ###

Remote via SMB =
@  [|Vhost1istismb

@  |hostishare

Newy

aenee

Retype

eeese
Scangmof# *

o

ok | [ cancel
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Test the validity of the remote scan destination: Océ ColorWave 300 and the Océ PlotWave 300/350/750/900 systems

If Then
the message 'The remote Click 'OK' to close the 'Scan destination' window.
destination is valid' ap- T ' '
pears Scan destination 4: name ,m
z :«r-::r‘; Id;stinaﬁon 4 I
© Read more detatied help

Scan destination 4: type Remote via SMB -
e —
Scan destination 4: @ W
remote user name

Scan destination 4: New

remote password ,r

Retype
sssses
Test
The remote destination is valid.

Scan 4: file Iscangmu##.'
name

Scan ination 4: start I”
value for ###

[0k ][ Cancel
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Test the validity of the remote scan destination: Océ ColorWave 300 and the Océ PlotWave 300/350/750/900 systems

If Then

something goes wrong 1. Note the 'Error code' number generated.
during the test, an error 2. Inthe 'Scan destination' window, click ‘Read more detailed
message is displayed with help’
a possible error cause. ‘Scan destination 4

Scan destination 4: name ,m

z iﬁ:;g:stinalbn 4: "

@ gead «<

Scan destination 4: type W

Son e @ [Mhostistismb

EY g @ [hostTishere

Scan destination 4: News

remote password [sasss

Retype

[scangmos

Scan ination 4: start
value for ###

& cancelln)

A window opens and displays the ‘Configure scan destina-
tions' section of the online help.

3. Scroll down until you reach the 'Test button' section.

4. In the table, make the corrective actions proposed in the '‘Pos-
sible Causes' section that corresponds to the error code you
noted.

i’ I for any reason a scanned file cannot be delivered to the remote destination, the file is sent to the local 'Scans' Inbox.
Testbutton &

1. To test the validity of the remote scan destination (FTP or SMB) use the 'Test' button. The test has the following 5 steps:

Check the remote folder syntax.

Check the validity of the hostname.

Check the possibility to connect t the remote host.

Check if the remote destination exists.

Check the possibility to vrrite on the remote destination. When all these 5 steps are completed successfully the following message is
displayed: "The remote destination is valid.' When one of these steps fails an eror message and error code is generated.

Error code Possible Causes

voooo

2 « For SMB destination: check that remote folder <remotefolder> syntax conforms to
\\hostname\share\[\folder\...] or \\<IP_address>\share[ \folder\...]
« For FTP destination: check that remote folder <remotefolder> syntax conforms to hostname/folder
[/subfolder/...] or <IP_address>/folder/[/folder/...]

3 » Check if the hostname is OK.

Check if the printer is connected to customers network.

« Check the network settings of the printer in Express Web Tools : - Primary DNS suffix - Preferred DS server -
NetBios over TCP/IP is set to "Enabled’ - Subnet mask - Default gateway.

Check with the System administrator if the DNS server can resolve the hostname to an IP4 address.

Check that printers Security level is set to normal.

« For SMB destination: I IPV6 protocal is enabled on the printer: - replace hostname by its TPv4 address (If IPV6
must be enabled) - or Disable IPv6 on the printer (if IPV6 can be disabled)

If any of previous mentioned checks does not solve the problem: enter the remote host Pv4 address instead
of the hostname

4 o Checkif the hostname or IP address is correctly typed.
Check that remote host is up and running and connected to the network.

56,7 o Check that SMB or FTP protocol is enabled on remote host
o Check that the customer network security policy (firewall/switch) does not block FTP ports
« For SMB destination: - check that the security level s set to "Normal" - check that remote host supports SMBL
protocol (error code: 7)
« For FTP destination: check FTP server is using port 21
8 o Checkif the remote username and password are correct.
» For SMB destination: Check the remote user name syntax : - For a remote host user:
name> or <ip_address=\<username> - For a domain user :

<domainname>\<username>

Repeat from step 2 of this procedure.
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Test the validity of the remote scan destination/external location: Océ PlotWave 340/345/360/365/450/500/550 and Océ
ColorWave 500/550/650/700/3500/3700

Test the validity of the remote scan destination/external location:
Océ PlotWave 340/345/360/365/450/500/550 and Océ ColorWave
500/550/650/700/3500/3700

When to do

After you configured the scan destination on the controller.

Test the scan destination/external location validity on the Océ PlotWave
340/345/360/365/450/500/550 and Océ ColorWave 500/550/650/700/3500/3700

Procedure
1. The printer software automatically checks the validity of the remote destination.

If Then

the creation is successful A successful message displays: 'The remote
destination is valid'.

an error occurred The creation of the remote destination fails. An
error message displays.
See the next steps (2 or 3) to fix the issue.

NOTE

On the recent Océ systems, the ‘remote destination' is named 'external location'. The
procedures are identical.

2. To create a valid SMB scan destination, refer to the procedure:
Troubleshoot the creation of an SMB external location on page 131
3. To create a valid FTP scan destination, refer to the procedure:
Troubleshoot the creation of an FTP external location on page 134
4. To create a valid scan destination on a Cloud location, refer to the procedure:
Troubleshoot the creation of a WebDAV external location (after an error message) on page 137
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Chapter 7

Log in and scan to an external
location



Introduction

The next section is only applicable to the Océ PlotWave 340/360 from version v1.1, the Océ
PlotWave 345/365, the Océ PlotWave 500, the Océ PlotWave 450/550 and to the Océ ColorWave
500/700/3500/3700 printers.

Depending on the configuration of the external locations, it is possible that a user must enter
credentials from the user panel in order to access the external locations.

When to do

When you configured the external location, you defined the 'Credentials' value to ‘Prompt the
user to log in on the user panel'.

Procedure

-—

From the user panel, select the 'Scan'’ tile.

Select the external location where you want to scan the document.

3. Insert the original document to be scanned into the scanner.

Define the needed scan settings.

When ready to scan, press the green button. The login window appears on the user panel.
5. Enter the credentials (as previously defined from the Océ Express WebTools).

A

~

Setting name Action

[User name] Tap the field named 'User name'. A keyboard appears.
Enter the 'User name' value defined for this external location. Tap 'OK'.

[Password] Tap the field name 'Password'. A keyboard appears.
Enter the 'Password' value defined for this external location. Tap 'OK'.

[@ NOTE

Make sure the syntax of the 'User name' and 'Password' values is exactly the same as
the one defined from Océ Express WebTools.

For an SMB external location, make sure the [User name] syntax is as follows:

» for alocal user: <hostname>\<user name> or <IP address>\<user name>

+ for a domain user: <domain>\<user name>

6. Tap 'OK'to log in to the external location.
When the credentials are correct, a login icon appears in the top right corner of the user panel.
The scanned document is sent to the external location.

[@ NOTE

As long as the login icon appears on the user panel, the user can access the selected
external location (without the need to log in again). A time-out forces the logout after 1
minute of inactivity.

After you finish

To log out from the external location, a user must tap the login icon. The logout window appears.
Tap 'Yes' to log out.

[@ NOTE

The login icon corresponds to the last credentials entered by a user (in case several credentials
were entered on the user panel).
However, when you log out, you log out from all external locations.
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Chapter 8
Retrieve scanned files



Retrieve the scanned files on a Windows computer

Scope of this section

The next procedures describe how to retrieve the scanned files from the following print systems:
* Océ TDS/TCS (except the Océ TxS300)
* Océ ColorWave 300
Océ ColorWave 550
Océ ColorWave 650 R2
* Océ PlotWave 300
Océ PlotWave 350
Océ PlotWave 750
Océ PlotWave 900

For the Océ ColorWave 500/550/650 R3/700/3500/3700 and the Océ PlotWave
340/345/360/365/450/500/550, you can only retrieve the scanned files from the Océ Express
WebTools interface.

To do so, connect to the Océ Express WebTools interface of your printer. Select the scanned files
to retrieve from the 'Scans' Smart Inbox. Save and download the selected files to your
workstation.

NOTE

Scan-to-File procedures do not apply to the following print systems:
« Océ TDS300

+ Océ TCS300

* Océ ColorWave 600

Retrieve the scanned files on a Windows computer

Retrieve scanned files using DOS command line interface

Procedure

1.

Launch MS-DOS Command Prompt.

Type the command ftp followed by the Océ TDS/TCS/ColorWave/PlotWave hostname or IP

address.

For example: ftp tds600-gx260 or ftp 134.188.21.179

Press 'Enter' twice for user name and password.

A connection is now set to the Océ TDS/TCS/ColorWave/PlotWave FTP server for user

‘anonymous'.

Type the command binary to set the binary transmission mode.

Type the command cd tempstore to enter the ‘tempstore’ directory of the Océ TDS/TCS/

ColorWave/PlotWave FTP server.

Type the command:

* cd scan to enter the 'scan’ directory where scans to destination 'on controller' are stored.

* cd unsent to enter the 'unsent' directory where scans not delivered to SMB or FTP remote
destination are stored.

Type the command 1cd followed by the local directory containing the data to print (where you

store the scans).

For example 1cd c:\my scans.

Type the command get followed by the name of data file.

For example: get scan001.tiff.
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Retrieve scanned files using DOS command line interface

9. Type bye command to close the FTP session.

'ommand Prompt

Microsoft Windows 2888 [Uersion 5.88.21951]
(C> Copyright 1985-2888 Microsoft Corp

D:\Documents and Settlng;\ptch)ftp 134.188.21.179
Connected to 134.188.21.179.

220 TDS6BP-GX268 FIP Service (Uersion 3.2.1).
User (134.188.21.179:<nonel>:

331 Password required for <(none).

Password:

230 Hnonynnu° user logged in.

CUWD command successful.
ftp> cd scan
258 CUWD command successful.
ftp> led c:\my_scans
Local directory now C:\my_scans.
ftp> get scanBBl.tif
288 PORT command successful.
158 Opening BINARY mode data connection for /tempstore/scan/scan@Bi.ti
226 Transfer complete.
ftp: 158467 bytes received in 1,.828econds 82.54Khytes/sec.
ftp> bye
221 Good hye.

D:\Documents and Settings\ptch>
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Retrieve scanned files using a browser

Retrieve scanned files using a browser

Procedure

1. Launch the Windows Explorer or an Internet browser (e.g. Microsoft Internet Explorer).
Type the FTP address of your Océ TDS/TCS/ColorWave/PlotWave printer.

For example 'ftp://134.188.21.179"' or 'ftp://tds600-gx260".

w

Explore 'tempstore' folder.
4. Explore:

e 'scan' folder to retrieve scans to destination 'on controller'

« or 'unsent' folder to retrieve scans not delivered to SMB or FTP remote destination.
5. Select the scan file(s) you want to retrieve and copy them, for example, to the window of another

session of the Windows Explorer.

& ftp://134.186.21.179,/tempstorescan; - Microsoft x| =10f x|
Fle Edt View Favortes Took Hep |-
GBack + = - (] | @search CuFolders (3| W X o | @R |
Address [ 21 ftp:/134.188.21. 179 tempstorefscan/ =] @0 |Links =
Name [ size | Type [ ModiFied |
sCEnUW‘t\f 456 KB Microsoft Office Do...  20/02/2003 16:08
scanUOLtif 146 KB Microsoft Office Do...  20/02/2003 18:19

User: Anonymous Emzd intranet
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Retrieve the scanned files on a Mac OS X.x computer

Retrieve the scanned files on a Mac OS X.x computer

Retrieve scanned files using a Terminal command line

Procedure

1. Launch the 'Terminal’ utility.

2. Type the command ftp followed by the Océ TDS/TCS/ColorWave/PlotWave hostname or IP
address.
For example: ftp PW300 (in our example) or ftp 134.188.21.179

3. Press 'Enter' twice for user name and password.
A connection is now set to the Océ TDS/TCS/ColorWave/PlotWave FTP server for user
‘anonymous’.

4. Type the command cd tempstore to enter the 'tempstore' directory of the Océ TDS/TCS/
ColorWave/PlotWave FTP server.

5. Type the command:
* cd scan to enter the 'scan’ directory where scans to destination 'on controller' are stored.
* cd unsent to enter the 'unsent' directory where scans not delivered to FTP remote destination

are stored.

6. Type the command 1cd followed by the local directory containing the data to print (where you
store the scans).
For example 1cd Users/genius/Desktop/STF folder.

7. Type the command get followed by the name of the data file.
For example: get scan001.tiff.
The scanned file is copied into the Mac folder.

8. Type bye command to close the FTP session.

{2t genius — bash — 78x29

Last login: Mon Jan 14 15:20:16 on ttysBep =

new-mac-minii~ genius$ ftp PW30®

Connected to pw3@0.sns.ocegr.fr.

220 PW30R FTP Service (Version 4.5.8).

Name (PW300:genius):

331 Password required for genius.

Password:

230 Anonymous user logged in.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> cd tempstore

250 CWD command successful,

ftp> cd scan

250 CWD command successful.

ftp> led /Users/genius/Desktop/STF_folder

Local directory now: /Users/genius/Desktop/STF_folder

ftp> get scands. tif

local: scan@@5.tif remote: scan@es.tif

229 Entering Passive Mode (||]4242]).

150 Opening BINARY mode data connection for /tempstore/scan/scand®s.tif.
1587 KiB  6.84 MiB/s

226 Transfer complete.

1625388 bytes received in 00:80 (6.82 MiB/s)

ftp> bye

221 Good bye.

new-mac-mini:~ genius$
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Retrieve scanned files using a browser

Retrieve scanned files using a browser

Procedure

1. Launch an Internet browser (e.g. Safari or Firefox).

Type the FTP address of your Océ TDS/TCS/ColorWave/PlotWave printer.

For example 'ftp://134.188.21.232" or 'ftp://pw300'.

Explore 'tempstore' folder.

4. Explore:
» 'scan' folder to retrieve scans to destination 'on controller'
» or'unsent' folder to retrieve scans not delivered to SMB or FTP remote destination.

5. Select the scan file you want to retrieve by a <CTRL> + click on its name. A secondary menu
appears.

6. Select 'Save link as...' to save this file to a local directory.

w

@ Firefox File Edit View History Bookmarks Tools

Window Help O & <2 4 Mon3:53PM Genius Q =

Index of ftp://134.188.21.232/tempstore/scan/

® ndex of ftp://134.188.21.232/t. L+L

(41) B | @ ftp://134.188.21.232 /tempstore/scan/ ¢ | (4§~ Google

Index of ftp://134.188.21.232 /tempstore/scan/
Up to higher level directory

Name Size Last Modified

& scan00s +if 1588KB  1/14/13 3:17:00 PM
Open Link in New Tab
Open Link in New Window

Bookmark This Link

Save Link As...

Send Link...
Capy Link Location

Inspect Element MacOSX
* PS3_1.20
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Chapter 9

Troubleshooting for Scan-to-File
environments



Troubleshooting for Windows environments

Find solutions to your potential issues

If the problem comes from... Then refer to the section...

the Windows environment Troubleshooting for Windows environment on
page 112

the fact that the print system in integrated in Troubleshooting for IPv6 environments on

an IPv6 environment page 115

an error message on the printer controller, or Troubleshooting on the printer controller on
the impossibility to create the remote/external page 123
destination

Troubleshooting for Windows environments

Impossible to create a SMB Scan-to-File destination: Windows
Server 2008 (Océ TDS/TCS)

Symptom

It is impossible to create a SMB Scan-to-File destination on a domain controller running under
Windows Server 2003 or Windows Server 2008.

Cause
When a Windows Server 2008 is promoted to the domain controller, the default value of a
registry setting (see below) changes from ‘0’ to ‘1’ (Enabled).
As a result the domain controller’'s SMB server accepts only digitally signed SMB packets. This
feature is not supported by the Océ SMB client used by the Océ Scan Manager. Consequently, the
creation of SMB destinations fails.
Diagnose
* You can use another workstation, member server or stand alone server for the Scan-to-File
destination.
* You can upgrade your Océ TDS/TCS system to:
- Océ TDS300 v1.1.9
- Océ TDS320 v1.0.9
- Océ TDS400 v2.1.9
- Océ TDS600 v4.1.9
- Océ TDS800 v2.1.9
- Océ TDS860 v1.0.9
- Océ TCS400v2.2.9
* A network administrator can modify the domain controller and disable ‘Digitally sign
communications’, as explained in the following procedure:
Resolution

1. Open the ‘Domain Controller Security Settings’ snap-in (‘Start / Programs / Administrative
Tools / Domain Controller Security Settings’).

2. Explore ‘Local Policies’, then ‘Security Options’.

3. Double-click ‘Microsoft network server: Digitally sign communication (always)’ to open the
setting properties window.
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Impossible to create a SMB Scan-to-File destination: Windows Server 2008 (Océ TDS/TCS)

"fii Default Domain Controller Security Settings

File Action View Help

=101 x|

e« | B0E|XFER |2

@ Security Settings

53} Account Policies

[=-2¢) Local Policies

[ z¢ Audit Policy

[#- ¢ User Rights Assignment
[#- =2 Security Options

o] gﬁ Event Log

#-_8 Restricted Groups

@-@ System Services

@m Reqgistry

#-(8 File System

®-Y wireless Network (IEEE 802,11) P

(] Public Key Policies

[#-[_] Software Restriction Policies

) g 1P Security Policies on Active Direc

[ Policy Setting_|=]

@Microsuft network client: Digitally sign communications (if server ag...
=
[@8)microsoft network client: Send unencrypted password to third-part...

@pﬂMicrosnﬂ network server: Disconnect clients when logon hours expire
@!}Netwurk access: Allow anonymous SIDfMame translation

@}Network access: Do not allow anonymous enumeration of SAM acc...
@{Er\letwork access: Do not allow anonymous enumeration of SAM ace...
@Netwurk access: Do not allow storage of credentials or JMET Passp...
[a8]Metwork access: Let Everyone permissions apply to anonymous users
@Network access: Named Pipes that can be accessed anonymously
@Netwurk access: Remotely accessible registry paths

@Netwurk access: Remotely accessible registry paths and sub-paths
[oin ’ -

. Enabled

ot Defined
Not Defined
Mot Defined
Enabled

Mot Defined
Not Defined
Not Defined
Not Defined
Not Defined
Mot Defined
Not Defined
Not Defined
Not Defined

=

Security Policy Setting

=

[¥ Define this policy setting:
" Enabled
&

Microsoft netwark server: Digitally sign communications (always)

0K | Cancel | apey |

5. Close the ‘Domain Controller Security Settings’ snap-in.

"7 Default Domain Controller Security Settings

File Action View Help

=10lx|

e~ | BE| X EEB| @

@ Security Settings Policy  /

i Policy Setting | &

- E¢ Account Policies
= =¢) Local Policies

[+ ¢ Audit Policy

[+ zg] User Rights Assignment

¢ Security Options

# ;‘B Event Log
(-8 Restricted Groups
= @ System Services
-8 Registry
[ File System
#-Y Wireless Metwork (IEEE 802.11) P
-] Public Key Policies
#-[_] Software Restriction Policies
& ,g 1P Security Policies on Active Dire

JHsSET S |

@]Interactive logon: Require smart card

nteractive logon: Smart card removal behavior
licrosoft network client: Digitally sign communications {always)
icrosoft netwaork client: Digitally sign communications (f server a...

icrosoft network client: Send unencrypted password o third-par...
rosoft network server: Amount of idle time required before sus...

licrosoft network server: Digitally sign communications (if client a...

E"-_l:']Microsoft network server: Disconnect clients when logon hours ex...

Metwork access: Allow anonymous SID/Mame translation

Metwork access: Do not allow anonymous enumeration of SAM acc...
ie]Metwark access: Do not allow storage of credentials or .MET Passp...
@,{{']Netwurk access: Let Everyone permissions apply to anonymous uUs...

Netwnrk access: Do not allow anonymous enumeration of SAM acc...

[281Metwork access: Mamed Pioes that can be accessed anonvmoushy

Not Defined
Mot Defined
Not Defined
Not Defined
Not Defined
Not Defined

Enabled
Not Defined
Not Defined
Not Defined
Not Defined
Mot Defined
Not Defined
Mot Defined

6. After 5 minutes, the following key in the Registry Editor is automatically set to ‘0’(Disabled):
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\lanmanserver

\parameters
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Impossible to create a SMB Scan-to-File destination: Windows Server 2008 (Océ TDS/TCS)

Registry Editor g =] 5
File Edit Yiew Favorites Help
(L kmiscer ] [ Hame | Type | Data
(3 kSecoD [2B)(DeFauit) REG_SZ (walue not set)
= lanmanserver [#5) autadisconnect REG_DWORD 0x0000000F (15)
(21 Autatunedparameters enableforcedlogoff REG_DWORD 0x00000001 {1)
(3 efauksecurtty enablesscuritysignaturs REG_DWORD 0x00000000 {0)
g E_”‘l:;“ 1 | B cuid REG_BINARY 8325b2 a2 e4 &7 6c
o SIS REG_DWORD 0x00000000 {0)
G ge T NuIISessian’lpes REG_MULTI_SZ COMMAP COMNODE
D Sharesy E"]Nullsessimnshares REG_MULTI_SZ COMCFG DFS$
{3 lanmanworkstation requirese REG_DWORD 0x00000000 (0)
(1 dap lestrictnullsessa:cess REG_DWORD 0x00000001 (1)
Q Licenselnfo E’flsarwceDlI REG_EXPAND_SZ %eSystemRoot%\Sys
D LicenseService e~ Size REG_DWORD 0x00000003 (3)
4 3 T i}
My ComputertHKEY_LOCAL_MACHINE\SYSTEMCurrentControlSet\Servicesilanmanserver|parameters v
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Troubleshooting for IPv6 environments

Troubleshooting for IPv6 environments

Scan-to-File to an SMB destination in an IPv6 environment

Symptom
The scan to an SMB destination fails.

The SMB destination is defined with a hostname, that has both an IPv4 address and an IPv6
address in the DNSv4.

This happens with the following print systems:
* Océ TDS450 1.6

* Océ TCS500 1.6

* Océ TDS700 1.6

* OcéTC41.6

¢ Océ PlotWave 300 1.0/1.1.1

* Océ PlotWave 350 1.0

* Océ PlotWave 900 1.0

* Océ ColorWave 300 1.0

And when the scan destination is located on one of the following environments:
* Windows Server 2008
+ Windows 7

Resolution

» Disable IPv6 on the print controller.
or
« Define the SMB destination with the IP address instead of the hostname.
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Issue with SMB external location creation in an IPv6 environment

Issue with SMB external location creation in an IPv6 environment

Introduction
Impossible to create an SMB external location in an IPv6 environment.

This issue can occur with an Océ ColorWave 500/700/3500/3700, or an Océ PlotWave
340/345/360/365/450/500/550.

When you configure the printing system and the possible external locations, you cannot use the
IPv6 address without a prior edition.

Indeed, the traditional IPv6 address must be edited.
1. Replace the ":' sign by a '-' sign.
2. Add'.ipvé6.literal.net'atthe end of the address.

Example
The IP address of the remote destination is 2001 :db8:ffff:2:224:e8ff:fed6:6cba
A shared remote folder, named 'scans', is available on this external location.

To access to the shared remote folder, the user must type in the following address in the
Windows Explorer: \\2001-db8-ffff-2-224-e8ff-fed6-6cba.ipv6.literal.net\scans
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IPv6 for Océ PlotWave 300/350, Océ ColorWave 300, Océ TDS/TCS/TC4 systems

IPv6 for Océ PlotWave 300/350, Océ ColorWave 300, Oceé
TDS/TCS/TC4 systems

Introduction

The IPv6 implementation described in this section applies to the following Océ print systems:
* Océ PlotWave 300
Océ PlotWave 350
* Océ ColorWave 300
* Océ TDS450
Océ TDS7x0
* Océ TCS300
Océ TCS500
* Océ TC4

Find below a description of this implementation:
* the settings

» the related features

* the limitations

IPv6 available settings

The IPv6 settings are located on the print controller (Océ Express WebTools or Océ Settings
Editor, according to the printer model), generally under the '‘Connectivity' tab.

Possible definitions:

* |Pv6 setting: enable / disable

* IPv6 manual address

* IPv6 manual gateway address

» IPv6 link local address (not changeable)
» |IPV6 stateless address (not changeable)

Features related with IPv6

The next table shows the features available in relation with the IPv6 settings.

Feature Description

IPv6 addresses * Link local addresses (fe80:...): this address is determined automati-
cally and cannot be changed, it can be used for local network only,
since it is not routable.

» Stateless autoconfigured addresses (Router advertisement): this ad-
dress is determined automatically and cannot be changed. It is rout-
able.

* IPv6 manual address (Global unicast address)

* |IPv6 manual gateway address

Protocols supported e Print: FTP, LPR, HTTP, HTTPS
by the system * Scan: Scan-To-File via FTP

Compatibility with e From WPD 1.19.2
WPD printer discovery < All versions of WPD2

Compatibility with Se- < High

curity levels * Medium/High
* Medium
* Normal
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Limitations

» A pure IPv6 network is not supported (only IPv6 + IPv4; e.g. DNS).

* The DHCPv6 protocol is not supported.

» The SNMP agent (for system supporting it) is not supported on IPv6.
» Scan-to-File via SMB is not supported on IPv6.

* NetBIOS over TCP/IP is not supported on IPv6.

» The IPv6 configuration is not accessible from the Printer Local Panel.
» An IPv6 setting change requires a reboot of the printing system.
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IPv6 for Océ ColorWave 550/6x0 R2/650PP systems

Introduction
The Océ ColorWave 550, 600,650 R2, 650PP printing systems support the IPv6 implementation.

Find below a description of this implementation:
* the settings

* the related features

* the limitations

IPv6 available settings

The IPv6 settings are located on the Océ Express WebTools, generally under the '‘Connectivity'
tab.

Possible definitions depending on system type:
» IPv6 setting: enable / disable

* IPv6 link local address (not changeable)
» IPV6 stateless address (not changeable)
* IPv6 manual address

+ IPv6 default gateway address

» IPv6 DNS address

« DHCP over IPV6

+ |Pv6 DHCP address

+ IPv6 DNS by DHCP

» IPv6 gateway address by DHCP

Features related with IPv6

The next table shows the features available in relation with the IPv6 settings.

Feature Description

IPv6/IPV4 configura- * |Pv6 only
tion e |Pv4 only
e |Pv6 and IPv4

IPv6 addresses * Link local addresses (fe80:...): this address is determined automati-
cally and cannot be changed, it can be used for local network only,
since it is not routable.

» Stateless auto-configured addresses (Router advertisement): this ad-
dress is determined automatically and cannot be changed. It is rout-
able.

* IPv6 manual address (Global unicast address)

* |Pv6 manual gateway address

Protocols supported ¢ Print: FTP, LPR, HTTP
by the system * DNS lookup
« DHCP over IPV6
¢ Scan: Scan-To-File via FTP

Compatibility with from WPD 1.20
WPD printer discovery
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Limitations

« Scan-to-File via SMB is not supported on IPv6.
* NetBIOS over TCP/IP is not supported on IPv6.

120 Chapter 9 - Troubleshooting for Scan-to-File environments
Océ LF Systems Connectivity information for Scan-to-File
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IPv6 for Océ PlotWave 340/345/360/365/450/500/550/750/900 and
Océ ColorWave 500/550/650 R3/700/3500/3700 systems

Introduction

The Océ PlotWave 340/360, Océ PlotWave 345/365, Océ PlotWave 500, Océ PlotWave 450/550, Océ
PlotWave 750, Océ PlotWave 900 R2, and the Océ ColorWave 500/550/650 R3/700/3500/3700
printing systems support the IPv6 implementation.

Find below a description of this implementation:
* the settings

+ the related features

* the limitations

IPv6 available settings

The IPv6 settings are located on the Océ Express WebTools, generally under the '‘Connectivity'
tab.

Possible definitions depending on system type:
* |Pv6 and IPv4, IPv6 only

» |IPv6 link local address (not changeable)
» IPV6 stateless address (not changeable)
* |IPv6 manual address

» IPv6 default gateway address

* IPv6 DNS address

* DHCP over IPV6

» IPv6 DHCP address

« IPv6 DNS by DHCP

» |IPv6 gateway address by DHCP

Features related with IPv6

The next table shows the features available in relation with the IPv6 settings.

IPv6 settings

Feature Description
IP type e |Pv6 only
¢ |Pv6 and IPv4
* IPv4 only
IPv6 addresses « Link local addresses (fe80:...): this address is determined automati-

cally and cannot be changed, it can be used for local network only,
since it is not routable.

» Stateless auto-configured addresses (Router advertisement): this ad-
dress is determined automatically and cannot be changed. It is rout-
able.

» Stateful auto-configured (DCHPv6) addresses

* IPv6 manual address (Global unicast address)

* IPv6 manual gateway address

IPsec and IPv6 Only for Océ PlotWave 340/345/360/365/450/500/550 and for Océ Color-
Wave 500/550/650 R3/700/3500/3700 (not yet supported for Océ Plot-
Wave 750/900)
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Feature Description

Protocols supported e Print: FTP, LPR, HTTP
by the system * DNS lookup
* DHCP over IPV6
» Scan: Scan-To-File via FTP
» Scan: Scan-To-File via SMB (except for Océ ColorWave 550/650 R3)
* Print from Cloud (WebDAYV protocol) (only for Océ PlotWave
340/345/360/365/450/500/550 and Océ ColorWave 500/700/3500/3700)
« Scan to Cloud (WebDAYV protocol) (only for Océ PlotWave
340/345/360/365/450/500/550 and Océ ColorWave 500/700/3500/3700)

Compatibility with se- + High

curity levels * Medium/High
(applies only to Océ * Medium
PlotWave 750/900) * Normal
Compatibility with from WPD2 2.7

WPD printer discovery

Limitations

« Océ ColorWave 550/650 R3
« WSD discovery does not work in an IPv6 only environment
* Océ PlotWave 750/900
+ SNMP is not supported on IPv6
» Itis impossible to use the IPv6 address when specifying the IP address of an SMB scan
destinations over IPv6 (local link address or stateful or stateless). You must use the
hostname instead.
» Océ PlotWave 340/345/360/365/450/500/550 and Océ ColorWave 500/700/3500/3700
* When you configure the printing system and the possible external locations for SMB, you
cannot use the IPv6 address without a prior edition.
In fact, the traditional IPv6 address must be edited:
* Replace the "' sign by a '-' sign.
« Add'.ipvé6.literal.net'atthe end of the address.

For example:

* The IP address of the remote destination is 2001 :db8: ffff:2:224:e8ff:fed6:6cba

* A shared remote folder, named 'scans', is available on this external location.

* To access to the shared remote folder, the user must type in the following address in the
Windows Explorer: \\2001-db8-ffff-2-224-e8ff-fed6-6cba.ipvé6.literal.net
\scans

» Fixed DHCPv6 configuration is not recommended. Indeed, an upgrade can change the AID/

DUID used for the DHCPv6 server to assign the IPV6 address. Prefer:

+ The Dynamic DHCPV6 configuration.

+ A fixed manual IPV6 address (mixed IPV4/IPV6 is required in order to configure the IPV6
address with Océ Express WebTools).
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Troubleshooting on the printer controller

Troubleshooting on the printer controller

Impossible to create a Scan-to-File destination via SMIB

Symptom
It is impossible to create a Scan-to-File destination via SMB on my printer controller.
| cannot create the SMB scan destination on Océ Express WebTools.
| cannot create the SMB scan destination on Océ Scan Manager.
It is impossible to create a destination folder for my scanned files on my workstation.

Several reasons can explain this situation:

Cause

It can be the consequence of problems linked to the name resolution (translation between
hostname and corresponding IP addresses).

This happens in the following environments:
- network configuration where there is no DNS,

- Operating Systems with IPv6 protocol embedded and with Océ systems embedding IPv6
protocols

Resolution

In these cases, try those possible solutions:

* Enable SMB printing on systems that support it.
See: Impossible to create a SMB Scan-to-File destination: XPe-based Océ TDS/TCS systems on
page 124

* Enable Netbios over TCP/IP on systems that support it.
See:
Impossible to create a SMB Scan-to-File destination: Océ TCS500/TDS450/TCS7x0 systems on
page 125
Impossible to create a SMB Scan-to-File destination: Océ ColorWave 300/PlotWave system on
page 128

* Whenever possible, enter the IP address instead of hostname in the 'System' field. Then, you
avoid the name resolution process.

Cause

Some Océ TDS/TCS versions do not support digitally signed SMB packets on Windows Server
2003/2008.

Resolution

See: Impossible to create a SMB Scan-to-File destination: WindowsServer 2003/Server 2008 (Océ
TDS/TCS) on page 112
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Impossible to create a SMB Scan-to-File destination: XPe-based
Océ TDS/TCS systems

Symptom

The SMB printing configuration and default value have changed, in order to increase security for:
* Océ TDS300 v1.1.1 and higher

* Océ TDS400 v2.1.1 and higher

e Océ TDS450 v3.0.x

e Océ TDS600 v4.1.1 and higher

* Océ TDS800 v2.1.1 and higher

* Océ TDS860 v1.0 and higher

e Océ TCS400 v2.2 and higher

e Océ TCS500 v1.1 and lower

The default value of the 'Enable SMB' setting has been changed to 'Disabled' in the Settings
Editor.

As a side effect, in some network configurations (e.g. Windows workgroup without DNS), it is not
possible to create a SMB Scan-to-File destination when the SMB printing is disabled.
Cause

This issue appears from an XPe based Océ TDS/TCS system, when the SMB printing is disabled.

Resolution

To create a SMB Scan-to-File destination, enable the SMB printing in the Settings Editor.

= cé Settings Editor T =l0ix]|
File Edit View Help

& 1= Y )

Open Save as... AR Jndo

& Scan memory reservation: <1024 Mh=
Enable Shl
- #-[2) Océ Power Logie® identification é hakle GMD

i (#-(2) Set memary reservation
Printer
=@ connectivity ' Enabled
B8 FTP " Disahled
B LPD
=& sue
@ Enable SMB: <Enabled=
|-@ Warkgroup name; <0CE_PRINTERS» (1) Usethis setting to define ifthe SMB
© @ Communication mode: <Printwhile spool> communication is on or off
@ PDL selection: <AUTO>

System

F-23 Novell Default Enabled
#-(2) TCPAP

-2 IPXISPX
BT NetBeui

4 | 2l

|==[134.188.21 152 | | 84 seftings |Service operator | 2
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Impossible to create a SMB Scan-to-File destination: Océ TCS500/TDS450/TDS7x0 systems

Impossible to create a SMB Scan-to-File destination: Océ TCS500/
TDS450/TDS7x0 systems

Symptom

The SMB printing protocol is removed by default for:
+ Océ TCS500 v1.2 and higher

e Océ TDS450 v3.1 and higher

¢ Océ TDS7x0 systems

As a side effect, in some network configurations (e.g. Windows workgroup without DNS), it is not
possible to create a SMB Scan-to-File destination when NetBios over TCP/IP is disabled.

Cause
This issue appears on an Océ TCS500 v1.2+, Océ TDS450 v3.1+, or Océ TDS7x0 system, when
NetBIOS over TCP/IP is disabled.
Resolution
To create a SMB Scan-to-File destination on Océ TCS500 and TDS450, enable '‘NetBios over
TCP/IP" in the Settings Editor:
1. Switch the Océ Settings Editor in SA Mode.
2. Select ‘Connectivity’ - TCP/IP' - 'Adapter 1' - ‘Enable NetBIOS over TCP/IP'.
3. Select ‘Enabled’ on the right window (‘Enable NetBIOS over TCP/IP’).
=lolx]
File Edit View Help
& & i =)
Open Save as... Apply Urido
A _ ;gggf;;’xz:ﬁi:i:;i’;“ﬂ”””” é Enable NetBIOS over TCRAP
System i & g”;ﬁﬁpmm 1 Enabled
g g ;FUEB” " Disabled
. = & Torp
I @ Primary DNS suffix: <sns.ocegr.fr>
Printer - &8 adapter 1 @
i # Enable: =<Enabled> Enable or disable NetBIOS naming service. You might
& Enable DHCP: <Enabled> need to enable this setting if the printer
ZdEnable NelBIOS over TCFIIP: <Enabled= communicates by name with other computers.
~@ P address: <134.188.21.200=
@ Subnet mask: <255.255.255.128» Default: Disabled
& DNS: <Off=
@ Default gateway: <Off=
i @ Primary WINS Server: <Off=
i @ Secondary WINS Server: <Off=
-0 IPHIBPY
j=l=134.188.21.200 | | Systemn administrator seffings | Service operator | 4
[24] NetBios over TCP/IP enabled on Océ TCS500
4. Click ‘Apply’.
You are proposed to reboot the controller.
Either click ‘OK" and go on with the other parameters setup, or, once all setups are done,
reboot the controller.
Resolution

To create a SMB Scan-to-File destination on Océ TDS7x0, enable ‘NetBios over TCP/IP' in Power

Logic Controller:

1. From the Océ TDS7x0 Power Logic Controller application on the printer controller, click
‘Configuration’.

2. From the "'TCP/IP (IPv4)' section, click 'Edit'.
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If requested, logon as Service operator.

The 'Configuration.Network' window appears.
3. Select 'TCP/IP'.
4. Scroll down on the right window until you see the '‘NetBIOS over TCP/IP* section.
5. Click 'Enabled'.

Configuration. Network I
[Groups 7] [repap” [T ] I
Controller identification | Frefeimed ONS sanvar (c000 T
TCPAP |
IP agdress [13a188.130.35 ] Elia
Supnet mask [255.255.255.0 ]
Defaull gatevray [13613a139.250 | =
=|
Primary WING Server [o000 ]
Secondary WINS Server [0000 \
=
NetBIOS over TCPAP (@Enabled
() Disablad
Link Speed FDuglex Moge [Auto wegonation [~
o
K Cancel |
F1p [ Edit J

Enable FTF Yes |

134199.138.35 | Senvice operator @l &8 ©@:T:@: A Q= Bis
4

[25] NetBios over TCP/IP enabled on Océ TDS7x0

6. Click 'Ok'.
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Test the validity of the remote scan destination: Océ PlotWave 300/340/345/350/360/365/450/500/550 and Océ ColorWave

300/500/550/650/700/3500/3700 systems

Test the validity of the remote scan destination: Océ PlotWave
300/340/345/350/360/365/450/500/550 and Océ ColorWave
300/500/550/650/700/3500/3700 systems

Test the scan destination

If your printer is an

Océ ColorWave 300
Océ PlotWave 300/350

Océ PlotWave
340/345/360/365/450/500/550
Océ ColorWave
500/550/650/700/3500/3700

Then use the corresponding procedure

Test the validity of the remote scan destination: Océ Col-
orWave 300/PlotWave systems on page 98

Test the validity of the remote scan destination/external
location: Océ PlotWave 340/345/360/365/450/500/550 and
Océ ColorWave 500/550/650/700/3500/3700 on page 102

Océ LF Systems Connectivity information for Scan-to-File
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Impossible to create a SMB Scan-to-File destination: Océ ColorWave 300 and Océ PlotWave 300 system

Impossible to create a SMB Scan-to-File destination: Océ
ColorWave 300 and Océ PlotWave 300 system

Symptom
It is impossible to create a SMB Scan-to-File destination.
From the Océ PlotWave 300, it is impossible to create a SMB Scan-to-File destination.
From the Océ ColorWave 300, it is impossible to create a SMB Scan-to-File destination.

How to create a Scan destination on an Océ ColorWave or PlotWave printer controller?

Cause

This issue occurs when the DNS is inactive.

Resolution

To create a SMB Scan-to-File destination on an Océ ColorWave 300 or Océ PlotWave 300 system:
1. From the 'Configuration' menu of your print system controller, open the '‘Connectivity' tab.
2. From the 'TCP/IP: IPv4' or '(Network) adapter 1' or 'Network adapter: IPv4 settings' section,
click 'Edit’".
If requested, logon to Océ Express WebTools.

NOTE
You can logon as: System administrator, Key operator or Power User.

The 'TCP/IP (IPv4)' window appears.
3. Check 'Enable NetBIOS over TCP/IP".
4. Click 'OK" to validate.
You are required to restart the controller to take the changes into effect.
5. Indicate if you want to 'Restart now' or 'Restart later'.
6. Click 'OK' to validate.
7. Log out when you are finished.
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Impossible to deliver a scan via SMB: Océ TDS/TCS systems

Symptom

It is impossible to deliver a scan when using the Scan-to-File to an SMB destination.

Cause

This situation happens after an upgrade of the printer controller.

Diagnose
Check the 'Destination properties' of the SMB destination on the Scan Manager.
Make sure the ‘User name' you defined for this scan destination has the following syntax:
- Local user name: IP address\username Oor hostname\username;

- Domain user name: domain\username.

1@ NOTE

See also Configure the SMB scan destination in the Océ TDS/TCS Scan manager on page 40.

Chapter 9 - Troubleshooting for Scan-to-File environments 129
Océ LF Systems Connectivity information for Scan-to-File



Impossible to deliver a scan via FTP

Impossible to deliver a scan via FTP

Symptom
It is possible to create a scan destination via FTP.

However it is not possible to deliver a scan on the remote destination.

Diagnose

» Check that the scan destination is writable.

» Check if the remote path starts with a “/” remove it. If it does, then remove it.
Example:
'Path’ value is /folder/subfolder.
Replace it by the value: folder/subfolder.

» This situation can also occur with very old Océ TDS/TCS systems (e.g. prior to Océ TDS300
1.0.3/ ...). In this case, please contact your Canon local representative ( “http.//www.canon.com/
support/”).
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Troubleshoot the creation of an SMB external location (after an error message): Océ ColorWave and PlotWave printers

Troubleshoot the creation of an SMB external location (after an
error message): Océ ColorWave and PlotWave printers

Introduction

The next information applies to the Océ ColorWave 500/700/3500/3700 systems, and to the Océ
PlotWave 340/345/360/365/450/500/550 systems.

An error message displays to indicate that the creation of the SMB external location failed.

According to the error message, perform the verifications proposed in the next table in order to

fix the issue.

Troubleshooting table for the creation of an SMB external location
Action to perform

Error message

The user name or password is
incorrect.

The remote hostname cannot
be resolved.

Missing or incorrect path.

The remote host could not be
found.

The remote host is not accessi-
ble.

Check the remote user name and the password.

If the user name and password are correct, check the syn-

tax of the external location name:

* For aremote host user: <hostname>\<username> or
<IP address>\<username>

* For a domain user: <domainname>\<username>

Make sure the hostname is correct and valid.

Make sure the printer is connected to customer's network.
Check the network settings of the printer in Océ Express
WebTools:

Primary DNS suffix, Preferred DNS server, Subnet mask,
Default Gateway

Check with the System Administrator if the DNS server can
resolve the hostname to an IPv4 address

If any of the previously mentioned checks does not solve
the problem, enter the remote host IPv4 address instead of
the hostname.

Make sure the path syntax conforms to:

\\hostname\share[\folder\...] or,
\\<IP_ address>\share[\folder\...]

Make sure the hostname or IP address is correctly typed.
Make sure the remote host is up and running, and that it is
connected to the network.

Make sure the SMB protocol is enabled on the remote
host.

Make sure the SMB ports are allowed by the firewall.
(TCP 445 for the Océ ColorWave 500/700/3500/3700 and
Océ PlotWave 340/345/360/365/450/500/550; or either TCP
445 or TCP 139 for the other printers)

If your printer is an Océ ColorWave 500/700/3500/3700, or
an Océ PlotWave 340/345/360/365/450/500/550 make sure
that NetBIOS over TCP/IP is enabled on the destination
workstation.

(Windows environment: Network and Sharing Center -
Change adapter settings; Right-click on Network connec-
tion - Properties - IP V4- Properties - General - Advanced -
WINS)

Océ LF Systems Connectivity information for Scan-to-File
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Troubleshoot the creation of an SMB destination (after an error message): Océ ColorWave 550/650 R2

Error message Action to perform

The remote destination cannot  The external location server has reached the maximum num-
be tested: the remote server has ber of connections. Check with the System administrator or
reached the maximum number  try again later.

of connections.

The specified path or URL does +« Make sure the share is correctly typed, and the share exists

not exist on the remote host, or on the remote host.
the folder name is misspelled. * Make sure the path to the destination folder is correctly ty-
ped.

« Make sure the destination folder exists on the remote host.

The specified user account has  For Scan-to-file check that the remote user has ‘Write' per-
no 'write' permission on this lo- missions on the remote share.
cation.

The external location is full. Make some space available on the external location for the
'Scan to' operations.

The test of the external location <+ Make sure the syntax entered in the fields is correct: the \

cannot be performed: an inter- sign is used (and not the /sign).
nal error has occurred. » Restart the system and try again.
NOTE

Information about the possible error messages and their solution is also available from the
online help of Océ Express WebTools.

Troubleshoot the creation of an SMB destination (after an error message):
Océ ColorWave 550/650 R2

An error message displays to indicate that the creation of the SMB destination failed.

According to the error message, perform the verifications proposed in the next table in order to
fix the issue.

Error message Action to perform

Missing or incorrect * Make sure the remote folder <remotefolder> syntax conforms to:
share name \\hostname\share[\folder\...]

or,

\\<IP address>\share[\folder\...]

The remote hosthame <« Make sure the hostname is correct and valid.
can not be resolved * Make sure the printer is connected to customer's network.
* Check the network settings of the printer in Océ Express WebTools:
Primary DNS suffix, Preferred DNS server, Subnet mask, Default
Gateway
* Check with the System Administrator if the DNS server can resolve
the hostname to an IPv4 address
« If IPv6 protocol is enabled on the printer, replace the hostname by its
IPv4 address (if IPv6 must be enabled). Or disable IPv6 on the printer
(if IPv6 can be disabled).
+ If any of the previously mentioned checks does not solve the prob-
lem, enter the remote host IPv4 address instead of the hostname.
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Troubleshoot the creation of an SIMIB destination (after an error message): Océ ColorWave 550/650 R2

Error message Action to perform

The remote host could < Make sure the hostname or IP address is correctly typed.
not be found * Make sure the remote host is up and running, and that it is connec-
ted to the network.

The remote host is not ¢« Make sure the SMB protocol is enabled on the remote host.
accessible ¢ Check that the remote host supports the SMB1 protocol.

The remote user name < Check if the remote username and password are correct.

or password isincor- + Check the remote user name syntax:

rect - For aremote host user: <hostname>\<username> or <IP_ ad-
dress>\<username>
- For a domain user: <domainname>\<username>

NOTE
Information about the possible error messages and their solution is also available from the
online help of Océ Express WebTools.
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Troubleshoot the creation of an FTP external location (after an error message): Océ ColorWave and PlotWave printers

Troubleshoot the creation of an FTP external location (after an
error message): Océ ColorWave and PlotWave printers

An error message is displayed to indicate that the creation of the FTP external location failed.

According to the error message, perform the verifications proposed in the next table in order to
fix the issue. This information is valid for the Océ ColorWave 500/700/3500/3700, and to the Océ
PlotWave 340/345/360/365/450/500/550.

Troubleshooting table for the creation of an FTP external location

Error message

The user name or password is
incorrect.

The remote hostname cannot
be resolved.

Missing or incorrect path.

The remote host could not be
found.

The remote host is not accessi-
ble.

The external location cannot be
tested: the remote server has
reached the maximum number
of connections.

Action to perform

Check the remote user name and the password.

If the user name and password are correct, check the syntax

of the external location name:

* For a remote host user: <hostname>\<username> or
<IP_address>\<username>

* For a domain user: <domainname>\<username>

* Make sure the hostname is correct and valid.

* Make sure the printer is connected to customer's network.

* Check the network settings of the printer in Océ Express
WebTools:
Primary DNS suffix, Preferred DNS server, Subnet mask,
Default Gateway

* Check with the System Administrator if the DNS server can
resolve the hostname to an IPv4 address

+ If any of the previously mentioned checks does not solve
the problem, enter the remote host IPv4 address instead of
the hostname.

Make sure the path syntax conforms to:
* hostname/share[/folder/...] or,
* <IP_address>/share[/folder/...]

* Make sure the hostname or IP address is correctly typed.
* Make sure the remote host is up and running, and that it is
connected to the network.

» Check that the FTP protocol is enabled on the remote host.

» Check that the customer network security policy (firewall/
switch) allows the FTP ports.

» For FTP destination: check that the FTP server uses the port
21.

The external locations server has reached the maximum
number of connections. Check with the System administrator
or try again later.
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Troubleshoot the creation of an FTP external location (after an error message): Océ ColorWave and PlotWave printers

Error message

The remote destination test is
aborted, because the time-out
period has expired.

The specified path or URL does
not exist on the remote host, or
the folder name is misspelled.

The specified user account has
no 'write' permission on this lo-
cation.

Action to perform

Check that the Firewall on the FTP server workstation does
not prevent the 'FTP passive mode' connection.

[@ NOTE

To know more about the FTP passive mode connec-
tion, refer to the Océ ColorWave-PlotWave Systems
Security manual.

Example with FileZilla Server

The error message may appear after the installation of FileZil-

la Server. In order to allow the FileZilla Server application

through the Windows Firewall, follow the next steps:

1. Open the Windows Firewall window.

2. Click 'Allow a program or feature through Windows Fire-
wall'.

3. Click the 'Allow another app..." (or 'Allow another pro-
gram...") button.
A window named 'Add an app' (or 'Add a program') ap-
pears.

NOTE
Do NOT select 'FileZilla Server Interface' from
the list.

4. Click the 'Browse...' button.

5. Locate the directory in which you installed FileZilla Server
(normally C:\Program Files (x86)\Filezilla
Server\).

6. Double click or select 'FileZilla server.exe'.

@ IMPORTANT
Make sure you do NOT select 'FileZilla Server
Interface.exe'.
7. Click 'Open'.
The 'Add an app' or 'Add a program' window displays
again.
8. Scroll down the displayed list and select 'FileZilla serv-
er.exe'.
9. Click 'Add".
The Windows Firewall Allowed apps window displays
again.
Make sure that 'FileZilla server.exe' is added to the 'Al-
lowed apps (or programs) and features' list.
Make sure that it has a check mark in either the 'Private’,
or the 'Public’, or the 'Domain' checkbox (depending on
the type of network you want to access).
10. Click 'OK" to close the Windows Firewall window.

* Check that the path to the destination folder is correctly ty-
ped.
» Check that the destination folder exists on the remote host.

For Scan-to-file check that the remote user has 'Write' per-
missions on the remote share.
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Troubleshoot the creation of an FTP scan destination (after an error message): Océ ColorWave 550/650 R2

Error message Action to perform

The external location is full. Make some space available on the external location for the
'Scan to' operations.

The test of the external location Restart the system and try again.
cannot be performed: an inter-
nal error has occurred.

NOTE
Information about the possible error messages and their solution is also available from the
online help of Océ Express WebTools.

Troubleshoot the creation of an FTP scan destination (after an error
message): Océ ColorWave 550/650 R2

An error message is displayed to indicate that the creation of the FTP scan destination failed.

According to the error message, perform the verifications proposed in the next table in order to
fix the issue.

Error message Action to perform

Missing or incorrect * Make sure the remote folder <remotefolder> syntax conforms to:
share name hostname/folder[/folder/..]

or,

<IP_address>/folder[/folder/..]

The remote hostname + Make sure the hostname is correct and valid.
can not be resolved » Make sure the printer is connected to customer's network.
* Check the network settings of the printer in Océ Express WebTools:
Primary DNS suffix, Preferred DNS server, Subnet mask, Default
Gateway
* Check with the System Administrator if the DNS server can resolve
the hostname to an IPv4 address
« If any of the previously mentioned checks does not solve the prob-
lem, enter the remote host IPv4 address instead of the hostname.

The remote host could < Make sure the hostname or IP address is correctly typed.
not be found » Make sure the remote host is up and running, and that it is connec-
ted to the network.

The remote host is not * Make sure the FTP protocol is enabled on the remote host.
accessible * Make sure the customer network security policy (firewall/switch)
does not block FTP ports.
» Make sure the FTP server is using port 21.

The remote user name ¢ Check if the remote username and password are correct.
or password is incor-
rect
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Troubleshoot the creation of a WebDAYV external location (after an error message)

Troubleshoot the creation of a WebDAV external location (after an
error message)

An error message displays to indicate that the creation of the WebDAV external location failed.

According to the error message, perform the verifications proposed in the next table in order to

fix the issue.

Troubleshooting table for the creation of a WebDAV external location

Error message

Proxy authentication required.
Please check the proxy configu-
ration.

The remote hostname cannot
be resolved.

The specified path or URL does
not exist on the remote host, or
the folder name is misspelled.

Missing or incorrect path.

The user name or password is
incorrect.

The external location cannot be
tested: the remote server has
reached the maximum number
of connections.

The specified user account has
no 'write' permission on this lo-
cation.

The external location is full.

The test of the external location
cannot be performed: an inter-
nal error has occurred.

Action to perform

¢ Check whether a proxy is required.
* Check the proxy settings.

Check whether a proxy is required.

* Make sure the path exists.

* Make sure that 'Proxy settings' feature is not checked if the
WebDAYV server does not require an internet access (local
network).

¢ Check the syntax of the WebDAV external location external
location. Make sure it complies with the WebDAYV syntax of
your Cloud.

@ IMPORTANT

With the 'Box.com' Cloud, the WebDAV syntax
has changed. From the edition 2014-02 of the
present guide, the syntax is as follows https://
dav.box.com. This new syntax must be used. It
replaces the previous one https://
apps.box.com/dav.

Check the path and the URL syntax. There may be some
strange characters in the path, or an incorrect URL.

* Check the remote user name and the password.
« If the user name and password are correct, check also the
“path” syntax.

The external locations server has reached the maximum
number of connections. Check with the System administrator
or try again later.

* For Scan to file check that the remote user has 'Write' per-
mission on the remote host.
* Check the syntax of the WebDAV external location.

NOTE
Replace http:// by https://.

Make some space available on the external location.

* Check the URL syntax entered in the Path setting.

» Check proxy settings is not checked if the WebDAV server
does not require an internet access (local network).

* Restart the system and try again.
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Troubleshooting on the printer user panel

Troubleshooting on the printer user panel

Impossible to login from the user panel (Océ PlotWave 340/360
v1.1)

Case
Nothing happens when the user tries to log in to the SMB external location from the printer user
panel. There is no login icon and no error message. However, the creation of the external location
was successful.
Solution 1
1. From the user panel, tap the [Cancel] button.
2. Try to print from an external location.
To do so, select the 'Print from..." tile (tap the 'Browse..." link).
3. Select an external location (if possible, select the same external location as the one to which
you are trying to scan).
If Then
An error message appears and indicates: Check the network cable of your print system.
‘Contact your administrator to check the con- Check the network connection of your system
figuration of <your external location> in Océ with the external location.
Express WebTools'
You can access to the external location and re- 1. Open the Océ Express WebTools interface
trieve a document to print and check the configuration of the external
location.
2. Save again the configuration of that exter-
nal location.
3. Retry to scan to the external location.
4. If the problem persists, then proceed with the solution 2 described in the next section.
Solution 2

Check if the SMB1 protocol is disabled on the SMB server (on the Windows computer).

» If the SMB1 protocol is disabled, then enable it.

« If the SMB1 protocol must remain disabled (due to the corporate policy for instance), then use
the 'automatic login' feature.

Z@ NOTE

Action Value to define

To enable SMB1 protocol HKLM\SYSTEM\CurrentControlSet\services\Lan-
manServer\Parameters\SMB1 : DWORD = 1

To disable SMB1 protocol HKLM\SYSTEM\CurrentControlSet\services\Lan-

manServer\Parameters\SMB1 : DWORD =0
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Impossible to scan to a WebDAV external location

Impossible to scan to a WebDAV external location

Case
The creation of the WebDAV external location is successful on the printer controller. However,
when scanning from the user panel (on the printer), the user gets an error message.
The scan delivery to the external location fails. The user panel on the printer reports an error.
Solution
Check the configuration of the external location on the printer controller. Make sure the Cloud
folder syntax is correct.
Example

The delivery of a scanned document to the folder https://dav.box.com can fail, while the
delivery to https://dav.box.com/dav is successful.

Chapter 9 - Troubleshooting for Scan-to-File environments 139
Océ LF Systems Connectivity information for Scan-to-File



Impossible to open a file scanned to an SMB external location

Impossible to open a file scanned to an SMB external location

Case
It is impossible to open a file successfully scanned to an SMB external location.
An error massage appears: ‘Contact your administrator to check the configuration of <your
external location> in Océ Express WebTools'.

Solution

Check if the SMB1 protocol is disabled on the SMB server (on the Windows computer).
+ If the SMB1 protocol is disabled, then enable it.

« If the SMB1 protocol must remain disabled (due to the corporate policy for instance), then use
the 'automatic login' feature.

[@ NOTE

Action Value to define

To enable SMB1 protocol HKLM\SYSTEM\CurrentControlSet\services\Lan-
manServer\Parameters\SMB1 : DWORD = 1

To disable SMB1 protocol HKLM\SYSTEM\CurrentControlSet\services\Lan-
manServer\Parameters\SMB1 : DWORD =0
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Online support for your product

Online support for your product

Downloads

User guides, printer drivers and other resources can change without prior notice. To stay up-to-
date, you are advised to download the latest resources from:

"http.//downloads.oce.com”

Before you use your product, you must always download the latest safety information for your
product: make sure that you read and understand all safety information in the manual entitled
'‘Safety Guide' .

Support
For support information please contact your Canon local representative.
Find your local contact for support from:

"http./www.canon.com/support/”
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Reader's comment sheet

Reader's comment sheet

Questions
Have you found this manual to be accurate?
O Yes
O No
Were you able to operate the product, after reading this manual?
O Yes
O No
Does this manual provide sufficient background information?
O Yes
O No

Is the format of this manual convenient in size, readability and arrangement (page layout, chapter
order, etc.)?

O Yes

O No

Could you find the information you were looking for?
O Always

O Most of the times

O Sometimes

O Not at all

What did you use to find the required information?
O Table of contents

O Index

Are you satisfied with this manual?

O Yes

O No

Thank you for evaluating this manual.

If you have other comments or concerns, please explain or suggest improvements overleaf or on
a separate sheet.

Comments:

Date:
This reader's comment sheet is completed by:

(If you prefer to remain anonymous, please do fill in your occupation)
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Reader's comment sheet

Name:

Occupation:

Company:

Phone:

Address:

City:

Country:

Please return this sheet to:
Océ-Technologies B.V.

For the attention of ITC User Documentation.
P.O. Box 101,

5900 MA Venlo

The Netherlands

Send your comments by E-mail to: itc-userdoc@oce.com

For the addresses of local Océ organisations see: http://www.oce.com
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